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Product Warranty
Seller warrants to Buyer that any unit shipped to Buyer,
under normal and proper use, be free from defects in
material and workmanship for aperiod of 12 months from
the date of shipment to Buyer. This warranty will not be
extended to items repaired by anyone other than the Seller
or its authorized agent. The foregoing warranty is exclu-
siveandin lieu of all other warranties of merchantability,
fitness for purpose, or any other type, whether express or
implied.

Remedies and Limitation of Liability

A. All claimsfor breach of the foregoing warranty shall
be deemed waived unless notice of such claim is
received by Seller during the applicable warranty
period and unless the items to be defective are re-
turned to Seller within thirty (30) days after such
claim. Failureof Sellertoreceivewrittennoticeof any
such claim within the applicable time period shall be
deemed an absolute and unconditional waiver by
buyer of such claim irrespective of whether the facts
giving riseto such aclaim shall have been discovered
or whether processing, further manufacturing, other
useor resaleof suchitemsshall havethen taken place.

B. Buyer'sexclusiveremedy, and Seller’ stotal liability,
for any and all losses and damages arising out of any
cause whatsoever (whether such cause be based in
contract, negligence, strict liability, other tort or oth-
erwise) shall in no event exceed therepair priceof the
work to which such cause arises. In no event shall
Seller beliablefor incidental, consequential, or puni-
tive damages resulting from any such cause. Seller
may, at its sole option, either repair or replace defec-
tive goods or work, and shall have no further obliga-
tionsto Buyer. Return of the defectiveitemsto Seller
shall be at Buyer’srisk and expense.

C. Sdler shall not be liable for failure to perform its
obligations under the contract if such failure results
directly or indirectly from, or is contributed to by any
act of God or of Buyer; riot; fire; explosion; accident;
flood; sabotage; epidemics; delays in transportation;
lack of or inability to obtain raw materials, compo-
nents, labor, fuel or supplies; governmental laws,
regulations or orders; other circumstances beyond
Seller’s reasonable control, whether similar or dis-
similar to theforegoing; or labor trouble, strike, lock-

out or injunction (whether or not such labor event is
within the reasonable control of Seller).

FCC Radio Frequency Interference Statement

Note: This equipment has been tested and found to
comply with the limitsfor a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limitsare
designed to provide reasonabl e protection against
harmful interference when the equipment is operated in a
commercia environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instruction
manual, may cause harmful interferenceto radio
communications. Operation of thisequipmentina
residential areaislikely to cause harmful interferencein
which case the user will be required to correct the
interference at his own expense. Shielded cables must
be used with Engage routersto ensure compliance
with FCC Part 15 Class A limits.

Copyright Notice
Copyright ©1989-1998 Engage Communication, Inc.

All rightsreserved. Thisdocument may not, in part or in
entirety, be copied, photocopied, reproduced, trandated, or
reduced to any eectronic medium or machine-readable form
without first obtaining the express written consent of Engage
Communication. Restricted rightslegend: Use, duplication, or
disclosure by the U.S. government is subject to restrictions set
forth in subparagraph (c)(1)(ii) of the Rightsin Technica Data
and Computer Software clausein DFARS 52.227-7013 andin
similar clausesinthe FAR and NASA FAR Supplement.

Information in this document is subject to change without
notice and does not represent acommitment on the part of
Engage Communication.

The software described i n thisdocument i sfurnished under
a license agreement or non-disclosure agreement. The
softwaremay beused or copied only inaccordancewiththe
terms of the agreement. It is against the law to copy the
software on any medium except as specifically alowed in
the license or non-disclosure agreement.
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Introduction

This guide provides the information users require to install and operate
any of the IPsExpress routers manufactured by Engage Communication,
Inc.

| P<Express Family - A single protocol router line which supports the
Internet Protocol - TCP/IP. The IPsExpress router lineis frequently
selected for connections to the Internet. |PeExpress models support up to
three WAN interfaces which may be configured as:

» Standard DTE synchronous/asynchronous serial interfaces support-
ing RS232, RS530 and V.35.

e Optional integrated DSU/CSU for direct connection to 56/64 Kbps
data services including DDS and Frame Relay

e Optional Integrated T1 DSU/CSU for direct connection to T1/
fractional T1 data services utilizing leased line or Frame Relay
connections at speeds up to 1.544 Mbps.

e Optional Integrated E1 DSU/CSU for direct connection to E1/
fractional E1 data services utilizing leased line or Frame Relay
connections at speeds up to 2.048 Mbps.

Chapter 1: Introduction 3



Engage Communication IPeExpress Router User's Guide

Intended Audience

This manual isintended for administrators of network systems. The
technical content is written for areader who has basic computer and
networking experience.

It isimportant that any administrator responsible for the installation and
operation of Engage routers be familiar with network concepts and terms,
such as network addressing and internets. These terms are central to an
understanding of router services, and are covered in the Glossary section.

Router Function

Engage | PsExpress routers interconnect remote TCP/IP networks and
route information between them, forming an internet. The internet allows
users on these networks to exchange information efficiently and share
services at dataratesup to 2.048 Mbps. With optional inverse multiplex-
ing these data transfer rates can double.

Router Administration

EngageView
Engage routers may be administered using the EngageView™ network
management program. EngageView is used for the configuration of the
| P-Express router, including protocol parameters and internal telco
equipment settings. Additionally, EngageView provides status on the
operation of any Engage router on the internet, including: serial link
status; local and remote network configuration; packets received and
transmitted; firmware version, etc.

EngageView is available for Microsoft Windows (3.1 and 95) and
Macintosh platforms.

Command Line
Alternatively, Engage | PsExpress units may be administered using the
Command Line Interface viathe Telnet protocol or the Console port.
Engage routers respond to standard TCP/IP SNMP queries.

4 Chapter 1: Introduction
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Digital Phone Services

Engage routers utilize digital phone services. The types of services that
are available vary according to location and service provider. The
following isabrief overview of available digital phone services.

Dial-up Services
Switched 56K:
Provides a 56,000 bit per second (bps) connection. Charges for dial-up
are usually the same as for analog modems, yet files transfer less expen-
sively, faster and far more reliably than via modem.

ISDN (Integrated Services Digital Network) :
Achieves connection speeds up to 128,000 bps per channel. It is available
in most areas of the United States and is used extensively in Europe and

Japan.

Engage ISDN routers are used with Basic Rate Interface (BRI) ISDN
lines which are comprised of two B channels and one D channel (2B+D).
In router applications, the two B channels are generally configured for
circuit switched data (CSD) calls at 56 or 64 kbps. These B channels can
be combined into a single channel, for an aggregate connection speed of
112 or 128 kbps. The D channel is used for call control information.

Dedicated Connections
Dedicated lines allow the user continuous access to aremote site.
Dedicated connections may be made over leased lines, or through Frame
Relay services.

Thelineis always open and ready for data transfer. For busy companies
with a heavy load of datatraffic, these lines provide afast, reliable
connection, 24 hours a day.

DDS (dedicated digital service) :

Provides a 56,000 or 64,000 bps connection. Due to a wealth of provid-
ers, DDS may be less costly than dial-up services and isideal for busi-
nesses with many network users.

Chapter 1: Introduction 5
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TL:
I's a higher-performance service which provides a maximum transfer
speed of 1.544 million bps. T1 lines are bundled as 24 circuits of 64Kbps.

One or more of these 64K bps segments may be leased as afractional T1
(fT2) line. A company may choose to send data over one or multiple
segments, and use other portions of the line for voice, video, etc. Compa-
nies with more than one remote site to network may find T1 or frT1 lines
more cost-effective than using multiple 56K bps lines, especially in terms
of increased productivity and expandability.

E1:

Is another higher-performance service which provides a maximum
transfer speed of 2.048 million bps. E1 lines are bundled as 32 circuits of
64K bps and fractional E1 services are available.

6 Chapter 1: Introduction
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Chapter 2

Installation QuickStart

ThisQuickStart Chapter isintendedfor userswhoknow how they want
their Engagerouter configuredandonly requirethemechani csof
performingthat configuration.

Thefirsttopicdiscussedistheinitial communi cationwiththerouter,
includingassignment of anlPaddress. Exampleconfigurationsfollow.
Theexampl escover themaost common Engagerouter configurationsand
deal only withTCP/IProuting.

Initial Communication with the Router

Thereareseveral methodsof communi cationwiththeEngagerouter for
initial assignment of anlPaddress. Useany methodwhenconfiguringa
new router or arouter withanunknown|Paddress.

ConsolePort: Advancedand XL router model sincludeaConsoleport.
TheConsol eport utilizestheCommandL ineinterface, detailedin
Chapter 7: CommandL inel nterface, andintheAppendices.

Communi cationtotheConsol eport shouldbeset as: 9600baud, 1 stop
bit, noparity, 8bitfixed.

TheConsoleportonAdvancedrouter modelsisafemale, 9pin"D”
connector. A 9pinmale/25pinfemal eadapterisprovidedfor usewith25
pincables. TheConsoleportisconfiguredasaDTE (dataterminal
equipment) port. For connectiontoother DTE, suchasaterminal,aNull
Modemadapterisrequired. A 25pinfemal e/25pinmalenull modem

Chapter 2: Installation QuickStart 9
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adapterisprovidedwiththerouter.

TheConsoleportonXL router model sisanRJ45jack. TheConsol eport
isconfiguredasaDTE port. AnRJ45/db25 adapter i sprovidedwiththe
router which, inadditiontoprovidingaphysical interface, performsthe
null modemoperationpermittingdirect connectiontoother DTE equip-
ment, suchasaPC.

Telnet: A secondmethodemploysTelnettoactually assignanIP
addresstotherouter. Theuser should power uptherouter andimmedi-
ately attemptaT e net connectiontothedesired | Paddress. I ftheTelnet
sessionreturnsatimeoutfailure, theuser shouldretryimmediately -
without restartingtherouter. Repeat theseretriesfor uptotwominutes.

Whenthesequenceissuccessful,the login: promptwill appear. Enter
theusername  root toopentheTel netsession. Theuserwill beaskedto
confirmthat therouter shouldadoptthenew | Paddress.

If themethod doesnotwork thefirsttime, therouter shouldberestarted
andtheprocedureretried, astimingconstraintsmay not havebeenmet.
SeeChapter 7: CommandLinel nterface.

ConfigureviaEngageView/MacOS: [Pconfigurationmay beperformed
fromwithinEngageView/MacOS, whichcommuni catestotherouter via
AppleTak. TheMacintoshapplicationallowsdirect configurationof 1P
parameters. SeeChapter 6: EngageView.

Noteoncommuni cationwiththerouter: Connectionofanimproperly
configured WANIinterfacetoadigital tel ephoneservicecanadversely
affect communicationwiththerouter. Itissuggestedthattheserial or
WAN connectionnotbemadeuntil configurationofthat serial interface
iscomplete.

10

Chapter 2: Installation QuickStart



Engage Communication IPeExpress Router User's Guide

Example Configurations

Four commonl Prouter configurationsaredetailedinthissection. The
commandlineconfigurationlistingand EngageView configuration
screensareshownforeachexample.

Editing, Pasting and Saving a Router

Configuration
Usersof thecommandlineinterfacehavetheoptionof editing standard
Engageconfiglistingsand* pasting” that configurationtotherouter.
Eachexampl eincludesthenameof aconfigurationfilefoundonthe
shippingdisksaswell asat Engage'sFTPandWebsites.

Editthedesiredconfigurationlistingexampleusingasimpletext editor.
Connecttotherouter through Telnet ortheconsol eport, thenenterthe
configurationmodewiththecommand:  config

Pastetheeditedtext,commentsandall, totherouter, thenissuethe

command: save. Therouterwill resetandcomeupwiththenew configu-
ration. Notethat existingstaticroutesconfiguredintherouter maynot
bealterred, resultinginbadroutes.

Tosavearouter configuration, issuethecommand: show configuration
all andsavetheresponselistingtoafile.

Static Route Note
All StaticRoutesrequireanexplicit TCP/IPNetwork Address, including
theroutetotheDefault Router. A routetol PAddress0.0.0.0is not
permitted,insteadthedefaultrouter'sl Pnetworkisspecified.

Example 1: T1/fracT1l over
Frame Relay to an ISP

Scenario
Thissampleconfigurationdetail san EngageRouter connectiontoan
Internet ServiceProvider (ISP) over FrameRelay. Thehardwareinthis
exampleisthel PeExpresswithinternal T1DSU/CSU runningfractional

Chapter 2: Installation QuickStart 11
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T1at 384 Kbps. Full T1 configuration is discussed in the com-

ments

The TCP/IP configuration in this example has the following address-

ing:

*| SPassignsUserafull ClassCfor LAN: 205.1.1.0/255.255.255.0

*| SPassignsUser seria port Paddr: 102231018256255.256248

*| SPhasasitsserid portl Paddr: 10.223.10.17/255.255.255.248

* User hasaPVCtolSPwithaDLCI of 17

Config File Name

T1frame.txt

Command Line Listing

Rout er Nane “Acne ExpressRouter”
Rout er Contact “Janes Acne”
Rout er Locati on “Phone O oset”

| P Default-router 10.223.10.17

IP Cost 1
IStatic Routes: Net wor k Next Hop
I P Route 10. 223.10. 16/ 29 10. 223.10. 17

Interface E1

| P Address 205.1.1.1/24

IPRPOf

Interface Sl

Type T1

Prot ocol Frane-Rel ay

Pol | -CD O f

Wait-CD O f

DIR On

Ti neout 0O

T1 Data Nor mal

T1 d ocki ng Net wor k

T1 LBO Csu 0dB
T1 Fram ng ESF

T1 Coding B8ZS

T1 Speed 64K

T1 Spaci ng Cont i guous

Cost
1

Interface

DLCI
17

12
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START CHANNEL
1

"T1 Channel s Fracti onal
If using full T1, that conmand reads:
T1 Channel s Ful |

Frame- Rel ay Managenent LM
Frame-Relay N391 6
Frane-Rel ay T391 10

| P Address 10.223. 10. 18/ 29
IPRP Of

EngageView Configuration

Network Configuration Screen

NUMBER OF CHANNELS
6

® TCPIF g Pigurs binn =
[El Enahble IP Processing

1P Edeirh

205.1.1.1 |

Subned Maxk;

255, 25N, 250 |

Delaull Bouter: |1

0.225.10.17 |

Roubing Cosd; 1
Erpadrast Address;
AN
iRl 0%

i Mirected
[ thia RIP

I Slale Aoulas...

Static Route List

Chapter 2: Installation QuickStart
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= Static Aouiey =

FMed Addr; Subned Mazk:  Rowter Addr; Hops: Farl:  BLCE;

[[F+= N[ N[ EFRIEE.IFEZAR A0S 00T 1 [] [k i
b, | | Aemove | | Edit.. L izl i [ i

WAN InterfaceScreen

= R8N Inferdace =
Inferface Type: O Engage IPPP i Frams Relag
IF Informafiion; Address; 102251018

Subned Mask: [255.255.255.240 |
IFH Informadion; Address;
fippieTaik information: Meiwark: ;l
sode: ]

Fone wama: | |

Frame Relay Dphinns;
HManagement Interface: & Ll e AsA D Anne 0

[ Canger || w=

T1 Port Configuration

14 Chapter 2: Installation QuickStart
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= Pord Configuration =
Topmees | WL EractTh BEUSCsy |
Cealigy  @igmt O Asye
Balac Vi gl i Inueried
[hacking Samrce; O Nebwssk O Infernal
Line Build Ouf; Sl inek CansE-1 (FRh
wn 01 -7 -1 fa L]
Framinmg; 0 ERF an4
e __ o W REZE rRM
Speed; DA [g-111.1
Sporesgs & Configuous O Alfernaie
[Bam=sl o Frgll 0 Fras fional
Chgssels;  Start; [1 | Tetet [& |
| Camgel | l 114 !

Example 2: T1/fractional T1 Leased
Line to an ISP

Scenario
Thissampleconfigurationdetail san EngageRouter connectiontoan
Internet ServiceProvider (1 SP) withal eased connectionrunning PPP.
Thehardwareinthisexampleisthel PeExpresswithinternal T1DSU/
CSU runningfractional T1at512Kbps. Full T1configurationis
discussedinthecomments.

TheTCP/IPconfigurationinthisexamplehasthefollowingaddressing:
*|SPassignsUser afull ClassCfor LAN: 2611026256250
*| SPassignsUser serial portl Paddr: 10.22310.18256.255.256.248
*| SPhasasitsseria port|Paddr: 10.2231017/256.255.256.248

Config File Name
T1ppp.txt

Command Line Listing

Chapter 2: Installation QuickStart 15
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Rout er Nanme “Acne ExpressRouter”
Rout er Contact “Janes Acne”
Rout er Location “Phone O oset”

I Specify the default router, here the ISP serial port |P addr
| P Default-router 10.223.10.17
IP Cost 1

I Here one static route is included to the default router. Access to default
! router is through this router’s serial port 1. Note DLA is left blank.
|

#Static Routes: Net wor k Next Hop Cost Interface DLd
I P Route 10. 223. 10. 16/ 29 10. 223. 10. 17 1 S1
! Router’s ethernet paraneters, incl. |P address:

Interface E1

| P Address 205.1.1.1/24
IPRPCOf

! Router Serial port paraneters:

Interface Sl

Type T1

Prot ocol PPP
I'If it's an Engage- Engage connection, you coul d use Protocol ENGAGE
Pol1-CD O f

Wi t-CD O f

DTR On

Ti neout O

T1 Data Nor rmal

T1 d ocki ng Net wor k

T1 LBO Csu 0dB

T1 Fram ng ESF

T1 Codi ng B8ZS

T1 Speed 64K

T1 Spaci ng Cont i guous
# START CHANNEL NUMBER OF CHANNELS
T1 Channel s Fracti onal 1 8

' If using full T1, that command reads:
I T1 Channel s Ful |

| P Address 10.223. 10. 18/ 29
IPRPCOf
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EngageView Configuration

Network ConfigurationScreen

= TLFSIP Configuration =

[ Emallie |F Fragevsing

IF Addiesg!

[#05.1.1.1 |

Tl sk

| 255,255, 255.0 |

Default Aouter [10.225.10.17 |

Roufing Cosl:

Aroadeasi Address;
.
1 -
(1 B el
] b EiF

| Static Bealad— |

o

StaticRouteList

® §lalyw Aoufes =

Med Addr; Subned Mavk:

Router Rddr;

Hops: Parl:  BLLE:

LL S N1 ML

R IR IS AR 10 ZZE 0007 1 ] T,

k... | | Aemove | | Edit...

(Cancar | [ o= 0
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WAN InterfaceScreen

® N Inferface =

Inferface Tgpe: ) Engage o PPP
IF Infarmation; By

Subnef Mayk:
IPH Infarmation; Rddress;

Melibaik!
Mode;
Sl Mame!

Applelalk Infarmation:

I Frame Aelay

o S R B |

——

= |

| cances | | oe ]

T1PortConfiguration

= Pgrt ComTigurabion =

Type: [TU FraciTl DsU/TS0 |
Candig: (LR TS Iy Rsijim
Nafa; ® Mormal
Clocking Source; @ Nelwark
Lorg Ewild Dol OS50 LnR)
1 O -T.5 C1-13
Framang- W ESF
Coding: i BRES
St [T
Spering: W Contiguoos
Channel 1 Full
Channelss  Start; (1|

3 Ineerted

3 Internal

3 mSH-1 IR

-2

34

IR

C1SBE

i} Alkernate

i FracEional
Totak: & |

| Tancel | I 0K !
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Example 3: 56Kbps Frame Relay to

an ISP

Scenario

Thissampleconfigurationdetail san EngageRouter connectiontoan
Internet ServiceProvider (1SP) over aFrameRelay connection. The
hardwareinthisexampleisthel PsExpresswithinternal 56 KbpsDSU/

Csu.

TheTCP/IPconfigurationinthisexamplehasthefollowing addressing:

*|SPassignsUser ClassCfor LAN: 2611025625250

*| SPassignsUser seria port Paddr: 102231018256255.256248
*| SPhasasitsseria port!Paddr: 102231017/256255.256248
* User hasPVCtolSPw/aDLCI: i

Config File Name
56K Fram.txt

Command Line Listing

! The following itens are informational only
Rout er Name “Acme ExpressRouter”

Router Contact “James Acne”

Rout er Location “Phone d oset”

I Specify the default router, here the ISP serial port |P addr

| P Default-router 10.223.10.17
IP Cost 1

Here one static route is included to the default router.
router is through this router’s serial port 1, w 17 as DLA to the ISP

Access to default

#Stati c Routes: Net wor k Next Hop Cost Interface DLd
I P Route 10. 223. 10. 16/ 29 10. 223. 10. 17 1 S1 17
! Router’'s ethernet paraneters, incl. |IP address:

Interface E1

I P Address 205.1.1.1/24
IPRPCOf
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! Router Serial port paraneters:

Interface S1

Type 56K

Prot ocol Frane- Rel ay
Pol | -CD On

Wait-CD On

DIR On

Timeout O

Frame- Rel ay Managerent LM
Frane-Relay N391 6
Frane-Rel ay T391 10

| P Address 10.223. 10. 18/ 29
IPRPOf

EngageView Configuration

Network Configuration Screen

& TCP/IF Donliguration «

[F Enabile 1P Pracessing

IF Rddress; 20%.1.1.1

Subingl MHadk: 255.255.255.0

Delsull Bouter: | 10,22510,17

Routing Cesi: |1

Erpadiasi Aodress:
A s
CHAN O
Collirecbed

[ wse RIP

| static Aoutes,., | m
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StaticRouteList

@ §I&ie Aoules &

Ml Addi
[[EFINT N

Subinel HMask:

FESFES. FSS. 4B 102250007 i ] LI ¥

Fouber Addr: Hops: Pariz  BLLCE:

| [rr— | [||.-mm-.-|[ Edik [ Cancel ] [ e ]
WAN InterfaceScreen
= W Inferioce =
Inferface Tgpe: ) Fngage 3 PPP @ Frame Aelay

IF Informafion;

IFH Information;
Applelalk Information: Meliiork:

Mode; |

Dl Miaimi! I

Froeme Epldsy Bpligar;
tanagement inferface: & Ll 1) | e

srereny
Subned Mask: | FRRFFRIFRIER |

Address;

| rcances || e ||
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Example 4: 56Kbps Leased Line to
an ISP

Scenario
Thissampleconfigurationdetail san EngageRouter connectiontoan
Internet ServiceProvider (I SP) over aleased 56K linerunning PPP. The
hardwareinthisexampleisthel PsExpresswithinternal 56 KbpsDSU/
Csu.

TheTCP/IPconfigurationinthisexamplehasthefollowing addressing:
*|SPassignsUser afull ClassCfor LAN: 2611025625250
*| SPassignsUser seria port| Paddr: 102231018256255.256248
*| SPhasasitsseria port!Paddr: 102231017/256255.256248

Config File Name
56K ppp.txt

Command Line Listing

! The following itens are informational only
Rout er Name “Acme ExpressRouter”

Router Contact “James Acne”

Rout er Location “Phone d oset”

I Specify the default router, here the ISP serial port |P addr
| P Default-router 10.223.10.17
IP Cost 1

Here one static route is included to the default router. Access to default

!
! router is through this router’s serial port 1. Note DLA is left blank

#Stati c Routes: Net wor k Next Hop Cost Interface DLa
I P Route 10. 223. 10. 16/ 29 10. 223. 10. 17 1 S1
! Router’'s ethernet paraneters, incl. |IP address:

Interface E1

I P Address 205.1.1.1/24
IPRPCOf
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! Router Serial port paraneters:

Interface Sl

Type 56K

Protocol PPP
I'If it's an Engage- Engage connection, you coul d use Protocol ENGAGE
Pol | -CD On

Wait-CD On

DIR On

Timeout O

| P Address 10.223. 10. 18/ 29
IPRPCOf

EngageView Configuration

Network Configuration Screen

= TCF/IP Candigquraiion =
] Emabide |F Frocessing k
iP Address: 205.1.1.1 |

Submet Mesk: 2332952550 |
Defaull Rauter | 10.235.00.07 |

Roufing Cosk: [ |

Broadoes| Address;

CLURTY
Rl D
) e e
O tse RiF
| dtatic Beubis.... | [ Canca |
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Static Route List

* Static Aonfes =

rMeq Addr; Subned Mask;  Router Addr; Hops: Farl:  BLLE;

(L SF,L 8] R ZFEIEE IV AR 02250007 1 I LH
pw... | | Ramaia | | Edit... | Camial | l [T ’

WAN InterfaceScreen

& WM Inderface =

Interface Tyna:

IF Information

IPFH Imformation:

M dress:
fppleTalk Information: Metwoark:

) Empa e & FPP 3 Frame Ralay

Rddress: [10.223.10.18 |
Subnet Mask: |155.255.255.z¢u |

Mode: ]

Zone Name; || |
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Example 5: Hub Site: Multiple
Routes through Multiple Ports

Scenario
ThissampleconfigurationshowsaM ultiPort EngageRouter whichhas
multiplestaticroutesdirectedthroughthreeserial portsaswell asthe
ethernet. ThehardwareinthisexampleisathreeportrouterwithT1
DSU/CSUfor seria port 1and56/64K DSU/CSU for ports2and 3.

Thisexampleisamoregeneral one, showingstaticroutescreatedfor
multi plel Pnetworks/subnetworks. RoutesareshowntoremoteClassC's
andsubnettedClassC's, viaseria ports. Other networksareaccessedvia
otherrouters(200.10.10.2and200.10.10.3) onthesamel AN segment.

Becauseof thegeneral natureof thisexample, screenshotsarenct
provided.

Config File Name
multrout.txt

Command Line Listing

Rout er Nanme "San Jose Router™
Rout er Contact " Spi edo”

Router Location "Santa Qara St."
| P Defaul t-router 200.10.10.1

IP Cost 1

#Static Routes: Net wor k Next Hop Cost Interface DLC
| P Route 157.22.234.0/ 23 200.10. 10.1 1 El

I P Route 201.11.11.0/ 24 201.11.11.1 1 S1 16
I P Route 201.21.21.0/ 24 201.11.11.1 1 S1 16
| P Route 202.12. 12. 64/ 26 202.12.12.65 1 S2

I P Route 203. 13. 13. 128/ 25 203.13.13.129 1 S3 17
I P Route 204.14.14.0/ 24 200. 10. 10. 3 1 E1l

P Address 200. 10. 10. 2/ 24
P Broadcast ONES, address 255.255. 255. 255
PR

Interface E1
|
|
| PCOf
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Command Line Listing (cont'd)

Interface Sl

Type T1

Prot ocol Frane- Rel ay

Pol 1 -CD On

Wait-CD On

DIR On

Ti neout O

T1 Data Nor rmal

T1 d ocki ng Net wor k

T1 LBO Csu 0dB

T1 Fram ng ESF

T1 Codi ng B8ZS

T1 Speed 64K

T1 Spaci ng Cont i guous
#

START CHANNEL NUMBER OF CHANNELS
T1 Channel s Fracti onal 1 8

Frame- Rel ay Managenment LM

Frame-Relay N391 6

Frame-Rel ay T391 10

IPRPCOf

Interface S2
Type 64K

Pr ot ocol PPP
Poll-CD O f
Wait-CD O f
DIR O f

Ti meout 0
IPRP Of

Interface S3

Type 56K

Prot ocol Frane- Rel ay
Pol | -CD O f

Wi t-CD O f

DIR O f

Ti neout 0

Frame- Rel ay Managenment LM
Frame-Relay N391 6
Frame-Rel ay T391 10
IPRPCOf
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Chapter 3

Network Planning

Thischapter providesinformationabout network planningfor TCP/IP
networks.

Theprimaryrulesforinternetsare:
1 thelPnetwork addressfor every physical network must beunique;

2 thelPhostaddressof deviceswithinanet/subnetmustbeunique.

TCP/IP Networks

TCP/IP Addressing
Every hostonaT CP/IPnetwork must beassignedauniquel Paddress.
AnlPaddressisa32bithinary value. Whenwritingan | Paddress, each
byteof theaddressi sconvertedintoadecimal number andthenumbers
areseparatedbydots.eq. 148.92.127.5

Thel Paddresscontai nsboththenetwork address(Net | D) andthelocal
address(Host D). Todeterminewhichportionof thel Paddressisthe
Net|D andwhichportionistheHost | D another 32hitval ue, thesubnet
mask, isrequired. Thesubnet maskiswritteninthesamefour byte
fashionasthel Paddress. e.9.255.255.255.0.

TheNetIDisauniqueidentifier forthenetwork towhichtheHostis
attached - itmust not conflictwithany other Net I D ontheinternet. The
HostIDisauniqueidentifier for thedeviceonthat network - it must not
conflictwithany other Host I D onthat physical network.

ThelPaddressisassignedby InterNI C, thel nternet Network Information
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Center, so that there is no duplication within companies on the
Internet. Although the network may only be an internal one, it may
have external communicationsin the future, so it is best to get an
address assigned to you by the governing body to avoid major
difficulties |ater.

There are three formats of internet addresses defined for small
(Class C), medium (Class B) and large (Class A) networks.

For Class A addresses, InterNIC assigns a fixed value for the first
byte address (in the range of 0 to 127) and the last three bytes are
managed by the organization. The address space for a Class A
network is 16,777,216 host addresses.

For Class B addresses, the first two bytes are assigned (starting
with anumber in the range of 128 to 191), with the last two bytes
managed by the organization. Therefore, there are 65,636 host
addresses for a Class B network.

Class C addresses are given afixed value for the first three bytes
of the address, with the organization managing the last byte. A

Class C network has arange of 256 addresses.

Class A and Class B networks make use of their ability to name
bytes by breaking their networks into subnets, reflected in the
address. Subnet addressing is often done at a byte boundary, so
in a Class B address, the third byte would reflect the subnetwork
and the fourth byte would identify individual hosts.

A Class C network could also address its subnetworks, using one
portion of the fourth byte for the subnet address and the remaining
portion for the individual host address.
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Chapter 4

Engage Router Hardware

EngageroutersareconfiguredwithoneEthernetinterfaceanduptothree
wideareainterfaces. Engageroutersarefullyinteroperablewithnon-
Engageroutersthroughtheuseof Point-to-Point (PPP) and FrameRel ay
wideareaprotocols.

Thischapter describestheEngagerouter hardware. A secondgeneration
of thel PsExpress, theAdvanced Router version, wasintroducedwhich
suppliesgreater functionality. Advanced EngageRoutersareidentified

by thepresenceof aConsolePort ontherear panel.

TheXL router linevariesinsupplyingonly al0BaseT ethernet portand
offeringasingleWAN interface.

Ethernet Interface

Engagerouters(other than XL models) provideaTwisted Pair (10BaseT)
andaThinNet (10Base?) interface. Only oneof theinterfacescanbe
active.

Advanced Engagerouter model s, thosewithaConsol eportontherear
panel, haveAuto-Sensingethernet ports. Model swhich donot havea
Consoleportrequiretheusertoset motherboardDIPSwitch1as:

DIP Sw1 Setting Active Interface
ON (default) TwistedPair (10BaseT)
OFF ThinNet(10Base2)

TheThinNetinterfaceutilizesaBNC connector toconnecttoRG-58 (or
other500hm) coaxial cabling.
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TheTwistedPairinterfaceutilizesanRJ48 modul ar connector for use
withthetwisted pair cablecommonly usedinofficetel ephonewiring.

Ethernet Hardware (Physical) Address

Onrouterswithserial number 9000andgreater, theethernethardware
addressmay bedeterminedfromtheunit serial number as:

00:¢c0:f7:00:wx:yz wherewxyzistheunit serial number.

Forexampl e, arouter withserial number 9025 hasethernet hardware
address

00:c0:f7:00:90:25

Serial Port Interfaces

Engagerouters(except X L models) may beconfiguredwithuptothree
serial portsfor Wide AreaNetwork (WAN) connections.

Thebuilt-indb25interfacescanbeconfiguredfor thefollowingel ectrical
interfaces(evenif aninternal DSU/CSUisinstall ed).

*RS232
*RS530
*RS449
V.35

Onearlier models, DTE-3isamini-DIN8port and canbeconfiguredfor
usewithRS232, RS4490r RS530cablingthroughtheEngageView Port
Configurationselectionof thePort menu.

TochangetheSerial Port Configurationof adb25port:

1) Opentheunitby removing onescrew onthetop of therear panel and
dlidethecoverforward.

2) Settheseria porttothedesired configurationby changingtheJumper
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position(gangedjumpersonthemainboard- seediagram) and thePort
Configuration (intheEngageView Port menu) tothefollowingsettings:

Desired Port Type JumperPos. EngageView Port Config

RS-232 RS232/530 RS-232
RS-530 RS232/530 RS-530
RS-449 RS232/530 RS-449

V.35 V.35 V.35*

* RequiresaDB25toV .35adapter cable.

3) Oncethejumper settinghasbeenmade, repl acethecover andrear

plate'screw.
DTE 1 DTE 2
RS232/530 RS232/530

DTE 1 V35 DTEZ2 V35

Theaboveillustrationshowsanexampleof anl PeExpresssinternal
jumper settings, whereDTE lisconfiguredfor usewitheither RS-232,
RS-530, or RS-449 (tobespecifiedinEngageView asdescribed); DTE2
isconfiguredforV.35. DTE3ontheAdvanced Engagerouterislocated
onadaughter board, whichhasasingleDTEjumper similartothosefor
DTEland DTE2.

XL router model shaveonegangedjumper for thesingleDTE port. If
theboarddoesnotindicateV .35vs. RS232position, notethat thejumper
shouldbeplacedtowardstherear of theunitfor RS232/530andtowards
thefront of theunitforVv.35.
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Interface LEDs

Front panel L EDsprovidestatusontheEthernetand serial WAN ports.
ThePower LEDisnormally green, althoughat startupit briefly turns
amber asinterna memory devicesarel oaded.

TheEthernetL ED flashesgreeneachtimeapacketistransmittedoutthe
Ethernetport.

ThePortL EDshavethreestates. If novaliddataisreceivedonthe
activeport, theinterfaceL ED displaysasolidred. |f theEngageRouter
detectsreceptionof itsownserial link HEL L O packet, suchasoccursina
loopback condition, theL ED turnsamber.

WhentheEngageRouter receivesHEL L O packetsfromaremoterouter
theinterfacel ED turnsgreenandremainsgreenaslongasaremote
packetisrecelvedevery 30seconds. If remotepacketsareinterruptedfor
morethan30seconds, theL ED returnstored.

Internal DIP Switches.

Standard/Advanced Models
Standardrouter model s, thosewhichdonothavearear panel Console
port,and Advancedrouter model s, thosewithadb9 Consol eport, utilize
thefollowing DIPSwitches:

Sw1 -ONfor10BaseT, OFFfor Thinnet. Factory Settingis10BaseT.
Note: Advancedrouter model shaveauto-sensingethernet port.

Sw4 - Clearsany | Pfilterswhichhavebeen configuredfor theEngage
router. Whentherouterisreset or poweredupwiththisswitchsettothe
ON position, all filterswill becleared.

Sw6 -1ntheON position, therouter will usel EEE 802.3 Ethernet format
for IPbroadcasts. Wheninthe OFF positiontherouter will useDIX
Ethernetformat. Factory SettingisOFF. Switch6hasnoeffectonlPX
ethernetframetype, whichissetinEngageView.

Sw7 -Turnto ON positiontoforceroutertoitsfactory default settings.
Theprimary effect isthat any downloaded upgradewill beer ased.
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XL Router Models
Sw1 -Turnto ON positiontoforcerouter toitsfactory default settings.
Theprimary effect isthat any downloaded upgradewill beer ased.

Sw 3 -1ntheON position, therouter will usel EEE 802.3 Ethernet format
for IPbroadcasts. Wheninthe OFF positiontherouter will useDIX
Ethernetformat. Factory SettingisOFF.

Sw4 - Clearsany | PfilterswhichhavebeenconfiguredfortheEngage
router. Whentherouterisreset or poweredupwiththisswitchsettothe
ON position, all filterswill becleared.

Console Port

Advancedand XL router model sincludeaConsol eportfor configuring
therouter. TheConsol eport may beusedtocommuni catewiththerouter
locally throughaterminal, or remotely by dialinginthroughamodem.

TheConsoleportisconfiguredasaDTE (dataterminal equipment) port.
Thisallowsdirect connectiontoaD CE (datacommuni cation equi pment)
devicesuchasamodem. For connectiontoother DTE, suchasa

terminal or PC,aNull Modemadapterisrequired.

OnAdvancedrouter model s, theConsoleportisafemal e, 9 pinsubmin-
iature” D” connector. A 9pinmal e/25pinfemal eadapter isprovidedfor
usewithstandard 25pincabling. Additionally,a25pinfemale/25pin
malenull modemadapter i sprovidedfor direct connectiontoanother
DTE device.

XL router model suitlizedan RJ45jack for theConsoleport. AnRJA5/
db25adapterisprovidedwiththerouterwhich,inadditiontoprovidinga
physical interface, performsthenul | modemoperationpermittingdirect
connectiontoother DTE equipment, suchasaPC.

TheConsoleportutilizesthecommandlineinterface. Telnet/Console
portcommandsaredetailedinChapter 7: CommandLinel nterface.
Communi cationtotheconsoleport shouldbesetas.

9600baud, 1stopbit, noparity, 8hitfixed

PinoutsfortheConsoleport, aswell asEngagesuppliedadapters, are
providedintheAppendices.
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56,/64 Kbps DSU/CSU Option for DDS

Engagerouterscanbeconfiguredwith 1, 2or 3internal 56/64K bps
DSU/CSU ports. Thisconfigurationallowsdirect connectiontoa4-Wire
DDSor Clear Channel interfaceusingrear panel RJ48jacks.

Notel: Model sshipped prior toMay'97 support only56 Kbpsrate
Note2: Selectionof 56vs. 64 Kbpsisonlypossiblethrough Command
Lineinterface

TheRM8jack usesthesame8pinmodul ar phoneconnector usedin
10BaseT ethernet, but caremust betakennottomix thecabl esasthe
pinoutisdifferent.

DDScircuitsusepins1& 2for TxDataand 7& 8for RxData. SeeA ppen-
dicesfor DDSpinout. Thecorrect cablefor DDSconnectionprovidesfor
1to1pinconnectionon,ataminimum, pinsl, 2, 7and8.

EngageViewsettingsallowinvertingthedata. DDSdata must be
invertedwhentherouter i stocommuni catewithaSyncRouter oran
older model of the ExpressRouter running version 2.XX or 3.X X firm-
ware(beige,“ shoebox” models).

Thedb25port(s) ontherouter areful ly operational withtheinternal 56
KbpsDSU/CSU optioninstalled. Throughthecombinationof
EngageView configurationandinternal jumpers, asoutlinedinthe
previoussection, theinternal DSU/CSU may bedisabledandthat WAN
portusedforRS232,RS530, etc.

TwoEngagerouterswithinternal 56/64K bpsDSU/CSU interfacescanbe
connected” back-to-back” for benchtesting. A crossover cableconnect-
ingpinlto8,2to7,etc.isrequired. Additionally, oneof thetwounits
shouldbesetfor Internal, rather thanNetwork, timing. Thisprovidesa
measter-davetimingscheme.

T1/fractionalT1 DSU/CSU Option

Theinterna TV/fracT1DSU/CSU permitsdirectconnectiontoaTl/
fracT Linterfaceprovidedby thetel co. Thisconnectionusesarear panel
RJ48]jack andaccepts8pinmodular plugs. TV/fracT 1circuitsusepins
1& 2forRxDataand4& 5for TxData. SeeAppendicesfor T1 pinout.

38

Chapter 4: Engage Router Hardware



Engage Communication IPeExpress Router User's Guide

TheTl/fracT linterfacecanbesettorunat ratesfrom56K bpsuptofull
Tlat1.544Mbps.

Note: fracT1runningat 56Kbpsisnotinteroperablewith56KbpsDDS
srvice

All configurationsitems,including LineCoding, Framingand TxData
timing, areconfigurableusing EngageView or theCommandLine
Interface. SeeChapter 7for T1 Configuration.

TwoEngagerouterswithinterna T1/fracT1DSU/CSU interfacescanbe
connected" back-to-back” for benchtesting. A crossover cableis
required(seeAppendices). Additionally, oneof thetwounitsshouldbe
setforInternal, rather thanNetwork, timing. Thisprovidesamaster-
davetimingscheme.

Note: Alwaysconfigurethe T2 DSU/CSU beforeconnectingtoaT1line,
asimproperlyconfigured T1circuitrycanresultinexcessiveserial
errorswhichcanimpair communicationtotherouter, evenover ether net.

El/fracEl DSU/CSU Option

Theinternal EV/fractional E1DSU/CSU permitsdirect connectiontoa
El/fracElinterfaceasprovidedbythetel co. Thisconnectionusesarear
panel RI8jack andaccepts8pinmodular plugs. EV/fracE1 circuitsuse
pins1& 2for RxDataand4& S5for TxData. AnRJA8/db15adapter cable
isavailableif theEllineisterminatedinal5pin"D" connector. See
Appendicesfor E1pinoutandcablespecification.

TheEl/fracElinterfacecanbesettorunat ratesfrom64K bpsuptofull
Elspeedof2.048Mbps.

All configurationsitems, includingLineCodingand Clock Source, are
configurableusing EngageView ortheCommandLinelnterface.

TwoEngagerouterswithinternal E1/fracE1 DSU/CSU interfacescanbe
connected" back-to-back” for benchtesting. A crossover cableis
required(seeAppendices). Additionally, oneof thetwounitsshouldbe
setforInternal, rather thanNetwork, timing. Thisprovidesamaster-
davetimingscheme.
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Chapter

5
Installation of the Engage Router

Thischapter providesanoverview of thesequenceof stepsfollowedin
settingupawi deareaconnectionusing Engagerouters. Referencesare
madetonetwork planning, Engagerouter hardwareand EngageView
software. Thesetopicsarecoveredindetail intheir respectivechapters.

Installation Requirements

Theuseof Engagerouterstocreateawideareanetwork requiresone
router at each sideof asynchronousconnection. Any Engagerouter,
whether an ExpressRouter or | PsExpress, canbeconnectedtoany other
Engagerouter. Engagerouters, withsupport for Point-to-Point Protocol
(PPP) andFrameRel ay interoperability standards, canal soconnectto
any other manufacturer'srouterswhichsupporttheseWAN protocols.

Configurationof Engageroutersisperformed by useof EngageView
softwareor throughthecommandlineinterfaceviaTe netortheConsole
Port. Refertothechapterson EngageView and/or theCommandLine
Interfacefor moreinformationonconfiguration.

A standard| P-Expressrouter packageincludes:

¢ One Engage | PsExpress router

¢ Oneor moreinstalled WAN interfaces (V.35, T1 DSU/CSU, etc.)
e Console port adapter(s)

* RJ5 or other cables for optionally installed WAN interfaces

* Anappropriate 24 VAC power converter (110 or 220 VAC input)
e The Engage software installation diskettes (Windows & Mac)

* Engage Router User’s Guide

e Owner registration card

Chapter 5: Installation
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Router Installation Steps

Theprocessof installingan Engagerouter onthenetwork involvesthe
followingsteps:

1 Planningfor network configurationand security

2 Instalingtherouter software

3 Ingtallingtherouter hardware

4 Configuringtherouter for thelocal areanetwork (LAN)

5 Connectingand configuringthedatacommequipment (DCE)
6 Verifying the WAN connection

Planning for Network Configuration & Security

Toavoidconflictswithnetwork addressingaswell asunauthorized
accesstosensitiveareasof your network, itisadvisabletohavecomplete
network addressinformationavail abletoverify that your new network
address(es) areunique. Determineinadvancewhichnetworks/subnet-
worksyouwishtofilter -toblock fromaccessby remotenetwork users.

For moreinformationonnetwork planning, pleaseseeChapter 3:
Network Planning.

Installing Engage Software for Windows

Engagesoftwarefor Windowsprovidesexecutablefiles  whichcommuni-
catetotherouter usingthe TCP/I Pprotocal.

Toinstall,insertthedisk and sel ectthel Psubdirectory. Runtheprogram
setup.exeinthesalected  subdirectory andfollowinstallationinstructions.

Part of theinstall ationisassigningproper valuestoanengage.inifile.
Thesevaluesrd atetothenetwork addressing of thehostworkstationon
whichEngageViewisrun.
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TCP/IP Networks

For TCP/1P, theuser ispromptedtoenter thel Paddressand Subnet mask
fortheWindowsworkstationrunning EngageView. Standarddotted
decimal notationisused:

eg: 20014519410r  255.255.255.0

Installing Engage Software for Macintosh

FortheM acintoshtherearethreeapplicationsincludedwiththeEngage
router. EngageView, therouter management appli cation, isof most
importancetol PeExpressusers. EngageDiderandAliasConnectare
usedfor establishingdia -upconnectionsandareintendedprimarily for
AppleTalkusers.

Toingtall al or any of thesoftwareandtheir rel atedfiles,insertthe
EngageViewdiskintoadiskdrive. Thedisk containstheappropriate
softwareinstaller for your Engagerouter. Doubleclick ontheinstaller.

Anoptionwill appear askingwhichfilestoinstall.

Install the following:

ExpressBouter Standard Installation

Engagelliew
EngageDialer
AliasConnect

Complete ExpressRouter Installation

In=stallation requires : 632K

[ ouit  J[[ Instan ||

Thestandard M acintoshdial ogbox will prompttheuserforaninstalla-
tionlocation. Click Save.

Chapter 5: Installation

45



Engage Communication IPeExpre

ss Router User's Guide

[0 Applications

[0 Databases

[0 fad covers

[0 Golden oldies

OO Inventory Folder
[0 Labels folder

Install software as:

[rgoge |

[= Hard Drive #54 ¥ | = Hard Drive ...

Eient

Desktop

Cancel

Installing the Hardware

Locating the Engage router
TheEngagerouter canbeplacedat any pointalongthelengthof a
network. Placement shoul dbebased onthefollowingconsiderations:

« Awell-ventilatedindoorlocation
« Accesswithinsixfeet of apower outlet

Asanoption, theEngagerouter canbemountedinastandard19inch
equipmentrack (rack mountsareavail ablefrom Engage)

Tooperateproperly, theEngagerouter must beconnectedtotheappro-

priateLAN cable. If youwill beusingthe ThinNet

interface (not

availableon X L models) acoaxial cablewithaT-connector mustbe
attached. Thecablemustbeproperly terminatedinorderfortheEthernet

connectiontooperateproperly.

If youwill beusingthe Twisted Pairinterface, astandardtwisted pair
cablewithanRJ45plugmust beattachedtothe Twisted Pairinterfaceon
therear of theunit. ThiscablemustthenbeconnectedtoanEthernet

hub.

NoteEarly Engagerouter models(identified by the
panel ConsolePort) requiresel ectingtheethernetin

absenceofarear
terfacewithaDIP

switch. SeeChapter 4: EngageRouter Hardware, DIP Switches.
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Powering up the Router
Itisrecommendedthat thepower adapter beconnectedtotherear panel
POWERIinput of theEngagerouter beforeconnectingtotheACoutlet.

After turning onunit power, check the POWER L ED onthefront panel
of theEngagerouter.

The POWER LED will be GREEN whentheinternal diagnosticshave
completedsuccessfully. If theinternal diagnosticshavefailed, itis
Y ELLOW. If the power isnot connected, the LED will be OFF.

Thefunctionof theother LED indicatorsisdetailedinthehardware
descriptionof thespecificmodels.

Verifying the Ethernet Interface
A secondindicator, ETHERNET, providesasimpleverification of the
connectionof theEngagerouter toitsnetwork segment:

e The ETHERNET LED will blink GREEN during normal packet
tranamission.

 If,after power-on, theEngagerouter isunabletoacquireaunique
network addressontheL AN, itwill show asteady RED.

« If the ETHERNET LED isasteady GREEN or AMBER, then the
networkinterfaceisfaulty - theEngagerouter isunabletocomplete
apackettransmission.

Configuring the Engage Router for the LAN

TheEngagerouter needstobeconfiguredwithanumber of parameters
whichdeterminetherouter’ soperationinthenetworkincluding:

¢ |Paddressandsubnetmask
» Defaultrouter| Paddress
* Security options: passwordsand/or packetfiltering

Theconfigurationproceduredependsonthenetwork environmentin
whichtheEngagerouteristobeinstalled.
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Note: Itisstrongly suggestedthat youconfigureyour router withits
uniquenetworkidentity befor emakingany WideAreaConnection.

Initial Communication with the Router in a TCP/IP
environment

Severa methodsexistfor configuringthel Paddressof an* unknown”
router for useonan!Pnetwork. Oneof thesemethodsmust beemployed
whenconfiguringanew router or arouter withanunknownaddress.

Thefirstmethod consi stsof communicationthroughtherouter'sConsole
port. Theconsoleport utilizesthesamecommandlineinterfaceasTel net
andanlPaddresscanbedirectly assigned. SeeChapter 4forahardware
descriptionand Chapter 7for CommandLinelnterface.

Thesecond methodisperformedby usingtheBoot Router sequenceof
theEngageView/IPapplication. Theuser providesthedesiredPaddress
andsubnet mask andapower-onhandshakeseguencebetweenthe
EngageRouter andtheWindowsEngageView/IPapplicationresultsinthe
router adoptingthedesired| Paddress. SeeChapter 6: EngageView.

AthirdmethodemploysTelnettoassignaniPaddress. Therouteris
poweredonandtheuserimmediatelyinitiatesaTelnet sessiontothe
unused | Paddresswhichisintendedfor therouter. Theuseristhen
askedtoconfirmthel Paddresswhichtherouter hasadoptedona
provisiona basis. SeeChapter 7: CommandLinelnterface.

A fourthmethodutilizestheEngageV iew applicationontheMacintosh.
ThelP-Expressrouter will appear asanodeontheAppleTak network
andconfigurationof all TCP/I Pparameterscanbeperformeddirectly.

Finally, theEngageExpressRouter will obtainanPaddresson power up
fromalocal BootPor DHCPserver.

Note: Any | Paddressassignment method (BootRouter, Telnetor DHCP)
requiresthat therouter beass gnedan| Paddresswhichisonthesame
subnetastheworkstationitself.
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Connecting and Configuring the Data
Communication Equipment

TheDataCommunication Equipment (DCE) requiredisdetermined by
thetypeof communicationserviceusedfor therouter connection. This
includesDSU/CSU units, | SDN Terminal Adapters, modemsand
Multiplexers.

Thiscommunicationequipmentisconfiguredtoprovideafull duplex
connectionbetweentheEngagerouters. Theconfigurationmay beas
simpleasconnecting 56K bpsDSU/CSUstoal easedline, or ascomplex
asdetermininghowtoall ocatethedesired bandwidthfromaMultiplexer.

M any Engagemodel sintegratesynchronouscommuni cationequi pment
intotheRouter. ExamplesincludetheExpressRouter DDS, withan
internal 56/64 K bpsDSU/CSU, andtheExpressRouter T1model,witha
built-inT /fracT1DSU/CSU.

Cabling Concerns
A standardsynchronousor asynchronous, mal e-to-male, one-to-onecable
isusedtoconnecttheEngagerouter (thedataterminal equipmentor
DTE) andthetel ecomequi pment (datacommuni cati onequipment or
DCE).

* Madeto-malereferstotheconnectorsat eachendof thecable.

» Straight(one-to-one) meansthat eachof thesignal sof theinterface
usedby theEngagerouter isconnecteddirectly fromitspinnumber
at oneend of thecabl etothesamepinnumber at theother end of
thecable.

*  Synchronousmeansthatthecablehasaconnectionforthetransmit
dataclockingsignal (s), external transmit datacl ockingsignal (s),
andreceivedatacl ockingsignal (s). Asynchronouscablesdonot
utilizetheclockingsignals.

A simpleway tohandl ethesynchronouscl ockingsignal connectionsisto
usecabl esthatinterconnect all of theconnector pinstothecorresponding
pinsattheotherend.

Becausesynchronouscl ockingsignal sarenot usedby asynchronouslinks
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Telco Connection

therei snoguaranteethatacableusedinsuccessfully interconnectinga
devicetoanasynchronousmodemwill work for synchronousoperation.

Theconnectionfromthe DCE, whether integratedintheEngagerouter or
external , tothetel ephonenetwork i sdefined by thetypeof communica
tionserviceusedfortherouter connection. Itmay beasimpleRJ11

cable, asinthecaseof 2WireSW56, oramorecomplex connectiontoan
NT-1asinthecaseof anl SDN connection.

Specifics of router models

EachEngagerouter model i sdescribedindetail intheHardwareDescrip-
tionchapters. Includedherearebrief detail srelatingtoinstallationon
certainof themodels.

| PeExpressT1: Ensurethatthe T 1 settingsareconfigured, using
EngageView or Telnet, priortoconnectiontotheT1line.

Note: ConnectiontoaT1linewithincorrectlinecoding, number of
channels, etc. canoverloadtherouter withframingerrors, making
communicationwiththerouter over theLANdifficult.

Verifying the WAN Connection

TheEngagerouter’ sconnectiontoaremoterouter canbeverifiedby the
activeportinterfaceL EDs. Althoughtheport L EDsarespecifictothe
Engagerouter model used (andaredetailedintheRouter Hardware
chapter) they dosharecommoncharacterigtics.

If, after aninitial power-up period, theEngagerouter doesnot
receiveaHEL L Opacket fromanother Engagerouter ontheother
sideof theserial interface, theport LED will remain RED.

WhentheEngagerouter receivesHEL L O packetsfromtheremote
Engagerouter theport LED turnsGREEN, andremainsGREEN as
longasaremotepacketscontinuetobereceived. If noneare
receivedfor athirty secondperiod, theport LED returnstoRED.

WhentheEngagerouter detectsreceptionof itsowntransmitted
HEL L Opacket, asisthecaseinal oopback condition, theL ED
will turn AMBER.
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Chapter 6
EngageView

EngageView network management softwareisusedtomonitorand
configureany accessibleEngagerouter ontheinternet. EngageViewis
availablefor WindowsandM acintoshoperatingsystems. Note:
EngageView for WindowsisWindows95 only!

For informationoninstalling EngageView, seeChapter 5, Installingthe
EngageRouter.

Starting EngageView

ThefirsttimeEngageViewislaunched, theprogramwill openwiththe
StatusWindow. TheStatusWindow will beblankinitially, astheuser
hasnotsd ectedarouter.

Thefirststepwhenusing EngageViewistosel ectarouter.

If EngageView hasbeenpreviously launched, itwill attempttoconnect
totherouter that wassel ectedthel asttimeEngageViewwasrun. Thisis
basedonprevioudy savedsettings.

If norouter hasbeen sel ected or youwishtosel ectadifferentrouter,
followthestepsoutlinedbel ow.
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Selecting a Router Device (Macintosh)
Choose SelectRouter undertheEngageViewmenu.

Alistof availablerouterswill appear. If thereismorethanone
AppleTakzoneontheinternet, therewill bealist of zonenames. Select
thezoneyouwishtoaccess, andalist of Engageroutersinthat zonewill

appear.

If nozoneshavebeendefined onthel ocal network, thelistwon' tbe
displayed.

Selectarouterandclick OK

Choose a Router Device:
@l Admin Ethernet Router [

In Zone:

@l Accounting

@l Administrative

@&l Advertising

@&l Distribution

@l Hardware Engineering
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Selecting a Router Device (Windows/IP)
Choose SelectRouter undertheEngageView menu.

I1f youknowthel Paddressof therouter tobesel ected, enteritinthe
spaceprovidedandclick OK. If not, click New Listtocreatealist of all
Engageroutersonthel Pnetwork.

E 195550 i
B xsiz230
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Selectthedesiredrouter(s) andclick OK. Therouter(s) will beaddedto
therouterlist.

Using EngageView

Now that arouter hasbeensel ected, EngageView canbeused. Central to
EngageView'soperationaretheFile, EngageView, Router, and Port
menus

Note: |PsExpressrouterssupportonly the TCP/I Pprotocol suite.
EngageView menuitemsrelatingtothelPX and AppleTalk LAN
protocolsarenotavail abletol PeExpressusers.

TheFilemenuallowstheuser toopenandclosetheEngageView status
window. TheEngageView menuallowstheuser tochoosetherouter
connectionandset preferences. TheRouter menuallowstheusertoseta
router name, configureethernet | Pparametersandsetanadministrative
password. ThePortmenuallowstheusertochangetheinterfacetype,
configurationanddialing passwordsforindividual ports.

Configuring EngageroutersisdoneviatheEngageView, Router and Port
menus

Thissectiondescribestheinterfaceandfunction of theseEngageView
menus

File Menu (Macintosh)

Edit Engagelliew Ro

Open Status Window 30
finne Sisiay oy GEiE

Quit 30
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Therearethreechoicesunder thefilemenu:

Open StatusWindow : Will opentheStatuswindow. Thisselectionwill
begrayedoutif theStatusWindowisalready open.

CloseStatusWindow : Will closetheStatuswindow. Thissel ectionwil |
begrayedoutif theStatusWindow isal ready closed.

Quit: Will quit EngageView.

TheStatusWindow isdiscussedinthenext section

File Menu (Windows)

File EngageView Hou
Close Status Window

Exit

Therearetwochoicesunder theFilemenu:
Open/CloseStatusWindow : Will open/closethe Statuswindow.
Exit: Will exitthe EngageView program.

TheStatusWindow isdiscussedinthenext section

Status Window

TheEngageView StatusWindow showsinformationontheL AN portand
activeseria ports, aswell asthecurrentrouter'sname, protocol address,
andnetwork/zoneinformationif applicable. Therouter'snameand
addressinformationappear intheupper right hand corner of thewindow.
Dependingontheprotocol choseninPreferences, TCP/IP, IPX or
AppleTakinformationwill bedisplayed. Thestatusof therouter appears
ontheleft sideof thewindow.
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EnpressRoular 'ﬂl“]i- Tl Router™ E_
Rowrtsr : Aptar T Eeatsr
| CugageVlew | = sz
Etatus ACTIVE
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— Shittitie
Fucksbr Recsiwed #4E  Trarermet Errore a
Packihy Trgapaviited ST Bt CRE EFTOrT a
Tabyl Errers O Espoerten Crepons i
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Informationonthestatusof thenetwork connectionandeach serid port
canbeaobtainedviaalineof buttons. Whenclicked, thebutton col or
reversestoshowitisactive. Toshowinformationaboutaserial port,
clickonthedesired Serial Portbutton.

Network Information

Thefollowing packetinformati onappearsinthemiddleof thewindow
for boththenetwork andactiveseria ports:

PacketsReceived:
Thecurrenttotal number of packetsreceivedby therouter sinceitwas
poweredonor sincethestatisticswerel astcleared.

PacketsTransmitted:
Thecurrenttotal number of packetstransmittedby therouter sinceitwas
poweredonor sincethestatisticswerel astcleared.

Total Errors:
Total number of Transmit, ReceiveCRC, ReceiveOverrunand Receive
Miscellaneouserrorsrecordedsincetherouter waspoweredonor since
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thestatisticswerelastcleared.

Transmit Errors:

Number of packet errorsrecordedsincetherouter begantransmittingor
sincethestati sticswerelastcleared; thesearepacketswhichdidnot
reachthenetwork.

Receive CRC Errors:
Number of incoming packetswhichdidnot matchtheCyclic Redundancy
Checkwhichverifiesthat datawasreceivedcorrectly.

Receive Overrun Errors:
Number of packetsrecel vedbef oreadequatebuffer spacewasmade
available.

ReceiveMisc.Errors:
Number of errorsonreceived packetswhichdonotfall intoany of the
abovecategories.

Inthebottom secti on of thewindow, whentheEthernet buttonisse-
lected, thefollowinginformationisgiven:

Router Type:
Thetypeof router beingmonitored.

Firmware Version:
Thecurrentfirmwareversionrunningintherouter.

Inver seM ultiplex State:
Showswhichports,if any, havebeenconfiguredforinversemultiplex-
ing. Thisisonly availablewiththetwoport ExpressRouter.

Compression:
Showsif compressionisenabled- availableonLocal Talk routersonly.

Cloaking:
Showsif therouter hascloaking, anAppleTalkfeature, enabled.
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Port Statistics Information
Toview portinformation, oneof theactiveport buttonsmust besel ected.

RemoteNetwor k I nformation

Informationisprovidedfor thenetwork towhi chthesel ected serial port
isconnected. If TCP/I Phasbeenchosenasthedi splay preference, the
remotenetwork'sl Paddressisshown.

InverseMUX State:
Showswhichserial portsareavailableforinversemultiplexing. Thisis
displayedonlyif InverseMUX isenabled ontherouter.
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Multiplex State:
Showsthestateof InverseM UX onthisportif InverseMUX isenabl ed.
Thiswill either be"Waiting" or "Multiplexing."

Mode:

Theport will beinNormal operating modewhenitisroutingdata. Itwill
beinCommandmodewhenitisservicingrequestsfromanEngage

Dialer scriptforadial-upconnection.

InterfaceType (V.350rother) :
Thisdisplaystheportinterface. TypesavailableincludeV.35,RS232,
R$449,56K DSU/CSU, T1DSU/CSU andE1DSU/CSU.

Port Up/NoPort Activity:
Whentheportisup,itisanactiveinterfaceandistransmittingand
receivingdata

Connection:
Thisshowsthestatusof theconnectiontotheremoterouter. [tcanbe:

PortNot Connected: Notconnectedtoremoterouter
Port Connected: Connectedandexchangingdatawithremoterouter

Password required:
I ndi catesthat theremoterouter requiresacorrect dial-inpasswordbefore
connecting.

Line Type:
Thisindicateswhether thereissynchronousor asynchronouscommunica-
tion.

The EngageView Menu

Engage¥iew FRoute
Select Houter ...

Preferences ...
Boot Router...
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Select Router:

Toremotely manageroutersontheinternet, choose Select Router under
theEngageView menu. Thesequencefor sel ectingtherouter varies
accordingtheplatformonwhichEngageViewisrun, asdetailedinthe
beginningof thischapter.

Preferences:
 Preferenies =
&) Automatically conmect at slarfup
Deday between s tatislics: | | |:r|:|:|r|u:p
Shoie: ) BppleTalk pelwark informalisn
1P e lwark imformation
W TCPSIP nelurork infarmalion
[cancet | [ ok I
Whenthe" Automatically connectat startup” optionischecked,
EngageView bypassesthedeviceconnectdia ogbox andautomatical ly
defaultstothelastrouter towhichitwaspreviousy connected.
Aslongasthenetwork doesnot changeonaregular basis, thisisa
convenientpreferencetost.
“Delay betweendatistics’ alowstheuser tosetthenumber of seconds
betweenupdatestothestati sti cssectionof theStatusWindow. A longer
interval betweenupdatespreventsextratrafficwhichcouldtieupthe
network by taking processingpower away.
Theradiobuttonsallowtheuser tochoosewhichprotocol information,
TCP/1P, IPX or AppleTalk, toshow inthe StatusWindow. Thisalso
affectstheserial portinformationshownintheStatuswindow.
Boot Router (Windows/IP version only)
Thisitemonly appliestotheWindow/IPversion. Toinitially communi-
catewithanew or unknown ExpressRouter fromaWindowsmachine,
usetheBOOT ROUTERIitemtoassignan| Paddressand subnet mask to
therouter.
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IntheBOOT ROUTERItem, enter anlPaddressand subnet mask for the
ExpressRouter. TheExpressRouter andthehost Windowsmachinemust

*beonthesamephysical network
«havel Paddressesspecifyingthesamel Pnetwork
*havethesamesubnetmask

After enteringthel Paddressand Subnet Mask, click OK. Turnthe
ExpressRouter OFF, thenback ON. Onpowerup, therouter will commu-
nicatewiththeWindowsmachine. TheEngageView Boot Router
windowwill close, andtheuser shouldbeabletoconnecttotherouter by
providingthenewly assigned | Paddressinthe Sel ect Router menuitem.

Router Menu

Router Port Help
ey Passwird
Change Password ...

Router Configuration ...
Houter Upgrade...

Metwork Configuration... 3
Metwork Cloaking...

Update Statistics
Clear Router Statistics

Reset Router

Enter Passwor d/ChangePassword...:
ChangePasswordallowsyoutocreateor editanadministrativepassword
fortherouter. Oncedefined, thispassword must beenteredwhen
running EngageViewtoaccesstheRouter and Portmenus. Otherwise,
onlytheStatusWindow will bedisplayed.

Note: Toclearthepassword, select ChangePassword, thenclick OK
withnopasswordenteredinthedial ogbox.
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* Administrative Password =

Enter New Password: Izl
Cancel 0K

Router Configuration:

All Engageroutersareshippedwithadefault name. Thisnamemay be
changedtosuittheneedsof thenetwork. After sel ectingthismenuitem,
typeanew nameinthebox. If youhavemorethanoneEngagerouter on
thesamel ocal network, youshouldassigndifferentnames.

Aaowter Conflguration

Floubes Mame: Aptas T1 Routed
ook | o

Router Upgrade

Thisallowsyoutoupgradetherouter withnew firmwarefromEngage.
Choosingthisoptionwill display adial ogbox fromwhichyousel ectthe
firmwarefiletobeusedtoupgradetherouter.

Notethisfeatureisonly avail ableontheMacintoshversionof
EngageView. Windowsusersarerequestedtoperformupgradesthrough
theCommandLineinterface(seeChapter 7).

Inverse MUX Configuration
Thisfeatureisavailablewiththetwo port ExpressRouters, butonlyifit
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hasbeen orderedfrom Engage; otherwisetheitemwill be" grayedout"
onthemenu. Theuser configuresinversemultiplexingby checkingthe
radiobutton. Arrowsappear betweenthecablesinthediagramtoindicate
that MUXingison.

* [nverse Multiplexing Configuration

' None
@ Multiples 1 & 2
O wuitiplen % & 4 —— Serial ——

4 F 2 1 EfherTalk
Crediggtiplen | F Zang 30 4 e @ =
) miuitinian f3

[Eancel ] [[ 0K ]]

Network Configuration:
SelecttheNetwork Configurationoptionunder theRouter menuand
selecttheTCP/IPheirarchical menuitemtoconfiguretherouter forthe
network.
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TCP/IPNetwork:
ForaTCP/IPnetwork, choose TCP/IPunder Network Configuration.

TCPAP Configuration
IP fddemas: 205022330
Subnet Mazk: 255 2652550
|
| efaull Kowler 198331821
Rusdting Ceasl 1

Rinadeazl Addiaes:
i Al s

0 AN g
) Directed

[=] e AP

Siatic soubax | nK I T arscul

P Address:

Anaddressmust beenteredtoconfiguretherouterfor I P,andeach1P
addressmust beunique. EngageViewwill d erttheuser if thereisa
duplicatel Paddressonthel ocal network, soanalternateaddresscanbe
entered.

Subnet M ask:

Thisvalueisdependent upontheclassof thel Pnetwork therouterison
andif subnettingisineffect. A valueneedstobeenteredif thel P
networkissubnetted.

Default Router:
Tospecify adefaultrouter, enter thel Paddressof therouter tobeused.
Specifyingadefaultrouter all owstheExpressRouter toforward packets
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tothisrouter whenitdoesn't know thedestinationnetwork definedwithin
thepacket.

Routingcost:

Way of artificiallyincreasingthecost of aroute. Thisisdonetolessen
thenetwork traffical ongacertainroute, ortoguidethetrafficthrougha
particular route. Thisvaluemay rangefrom1to16.

Broadcast Address:
Thisradiobutton configuresthel Paddressusedwhenbroadcasting| P
packetsonthelocal network. Mostinstall ationsusethedefaultall 1's

UseRIP:

RIP(Routing I nformation Protocol) all owstherouter toexchangel P
routinginformationautomatically withother | Proutersonthel ocal
network andacrosstheWAN. Subnetinformationcannotawaysbe
exchangedthisway. If RIPisnot enabledor not supportedby all routers,
routinginformationmust beenteredby configuring Static Routes.

StaticRoutes:

May beenteredif theuser hasalistof networkstobeaccessed. Static
routesmay beusedinconjunctionwithor separatefromRIP. Toset
staticroutes, clickonthe  StaticRoutes button. ToEditor Removean
existingroute, click theappropriatebutton. Click Newtoaddarouteand
OK or Cancel whendonemodifyingstaticroutes.

| Bratic Roules
Mt Bgigaa: Coudyrant o acrk: Fiasler dddrezz:  Hopa: Pt DL
Ol 1840240 MEML NS0 1HdE I F i 1 9
| Bl ZSazsan MR NS0 2Sa1541 i i 1%
| B sSaesiked 3555 IS5 A M5OGS i2ES i F i7

How Remest Eddit ok | Gemosd
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UsersentertheNetwork Addressand Subnet M ask of theremotenetto
whichthestaticroutepoints. TheNetwork Addressisdesignatedby the
first(the" zero™) addressof thesubnet. Exampl esof Network Addresses:

Example Net/Subnet Network Address
ClassCnetwork - SubnetMask255.255.255.0 20255330

Six bitsubnet - SubnetMask255.255.255.192 202553364
Threebitsubnet- SubnetMask 255.255.255.248 20255338

Note: All Static Routesrequireanexplicit TCP/I P Network Address,
includingtheroutetotheDefault Router. Aroutetol P Address0.0.0.0
is not permitted, insteadthedefaultrouter'sl P networ kisspecified.

Alsoenteredisthel Paddressof thenexthoprouter, thenumber of hops
totheremotenetwork, andtherouter port usedtoaccesstheremote
network. Enter theserial port number,or“E” for ethernet. Enterthe
FrameRelay DL Cl toreachthat remotenetwork. If not FrameRel ay,
leavethisfieldblank.

| Al Ellic Raaste

Hglmark Sdideeaa: 2L 1254 N |
Sulnel Mack: ZHL T I
| Fesutar Addimcr ZHLIZ
Hapnis 1
Pt 2
ML &
o | Caneed |

Staticroutesmay notberequired  if RIPisenabledorif theDefault
Routerisinthesamel Pnetwork astherouter’ sethernet portorthe
router’ sIPnumberedserial (WAN) port.

For many sites, asinglestati croutespecifyingtheport usedtoreachthe
Default Routerissufficient.

68 Chapter 6: EngageView



Engage Communication IPeExpress Router User's Guide

Click ontheOK buttonwhenconfigurationof thenetwork iscompl ete.
ThiscausestheExpressRouter toresetandinitiali zeitself withthe
specified| Pnetworkinformation. Therouterisnow configuredfor IP
routing.

UpdateStatigtics:

Thiscontrol sthecontinuousupdateof packetinformationintheStatus
Window. A check markinfront of thisitemmeansthatitisenabled. The
user may wishtohal t continuousupdatesbecausesendingout more
packetstopall therouter createsunnecessary traffic, especially onabusy
network. Notethatyoucanalsocontrol thefrequency of updateinthe
Preferencesdiaog.

Clear Router Statistics:

Thisclearsall previouspacketanderrorinformationfor theEtherTalk
port, andsetsthenumberstozero. A dialogbox will confirmthat you
wishtoimplementthisaction.

Reset Router:
Thisresetsthecurrently sel ectedrouter. A dial ogbox will confirmthat
youwishtoimplementthisaction.

Port Menu

ThePort menuallowsconfigurationof theEngagerouter serial (WAN)
ports. ThePortmenuisonly availablewhenoneof theserial portsonthe
mai nstatuswindow issel ected, and changesmadeunder thePort menu
affectonlythesel ectedserial port.

Port Help
Port Configuration...
VWAN Interface ...

Set Dial In Password ...
Set Dial Qut Password...

Clear Port Statistics
Heset Port
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Port Configuration

Thisitemletstheuser configurehardwareandel ectrical parametersfor
theEngagerouter serial communi cationports. TheEngagerouter
supportsavariety of standard serial i nterf acesfor communicationto
external datacommunicationequipment (DCE), aswell asproviding
integrated DCE options, suchasthe56 KbpsDSU/CSU.

= Fort Configuration =

Type: L |

Config: [ fync ZHsyme

:-ﬂn:lunntr:-d Ilp‘rmn:...] T Cancel ] [Tj

Type:

RS232,R$449,RS530andV .35areal | e ectrical interfacessupported
throughrear panel connectors. Thechoiceof interfacei sdictatedby the
external telecommuni cationequipment (theDCE, suchas| SDN Terminal
Adapteror T1DSU/CSU) used.

Configurationfor any of theseisaccomplishedthroughthisEngageView
Port Configurationsettingal ongwiththeproper setting of hardware
jumpersinsidetheunit (ExpressRouter only). Chapter 4detail sthe
internal jumpers.

Synchronousor Asynchronouscommunicationcanbeset. If asynchro-
nousissel ected, alist of optionsisdisplayedforlinerate, parity and
number of stophits.

56K bpsDSU/CSU

Thisoptionselectstheinterna 56K bpsDSU/CSU for connectionto
4Wireleaseddigital lines. Thisinterfaceisnotinteroperablewith
fractional T1operatingat 56 K bps.
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Thedefault DatamodeisNormal. TheDatamust besettolnvertedwhen
connectingtoan Engage SyncRouter or anol der ExpressRouter running
firmwareversions2.XX or 3.XX.

T1/fracT1DSU/CSU

Thisoptionsd ectstheinternal T1/fractiona T1DSU/CSU for connection
at speedsfrom56 K bpstofull T1at 1.544Mbps. Thisinterfaceisnot
interoperablewitha56 KbpsDSU/CSU for DDSusage.

Porl Configuration
Type: Fractional T1 DSUCSU #
Conleg: #® Sync ) dapne
Daka: ) Hoomal ) Inweited
Clocking Souce: () Hebwosk bl
Lines Build Out 5 ey gy O DEXA R
75 £ 3
Framing # ESF md
Coding: ) DS 1 A1
Gpend i GAK, 21 SRE,
Spacing ) Conliguouz ) Alemale
Chennel 3 Ful & Fractionsl
Chanmals Skail: Talalk B

ok ] | coen |

Theconfigurationoptionsareal | defaultedtothel eft selection, whichis
oftencorrectforaFull T linterface.

Data: Canbesetfor Normal or | nvertedand must matchthesetting of
theDSU/CSU ontheother end. For AMI linecoding, user generally will
sectinverted.

Chapter 6: EngageView 71



Engage Communication IPeExpress Router User's Guide

Clocking Source: Determinesthesourceof Transmit Clock (TxCKk).
WhensettoNetwork, theDSU/CSU derivesitstransmittimingfromthe
received data(RxD) andisthereforesynchronizedwiththetel co(the
phonenetwork). Thisisgenerally usedwhenconnectingthrough
commercia carriersandisal soreferredtoasSlavetiming.

Whensettolnternal ,theDSU/CSU transmitsdataat aratesetby an
internal clock. ThismodeisalsoreferredtoasMastertimingandisused
whentestingonthebench-oneunitsettoMaster, theothertoSlave.

TheT1serviceprovider shouldspecify themodeof operation.

LineBuildOut: Thissetting determinesthetransmitted data(TxD)
waveformtocompensatefor attenuationontheT1line. Typically Line
BuildOutissettotheCSU mode, wherethebuildoutisspecifiedindB.
InapplicationswheretheT1cablingisshort-theExpressRouteris
within20feet of thenetwork termination- setfor 0dB.

Framing: Selectswhether Extended Super Frame(ESF) or D4framingis
tobeused. TypicallytheT1serviceprovider specifies.

Cading: Selectswhether B8ZSor AlternateMark Inversionlinecoding
isused. TypicallytheT1serviceprovider will specify.

Speed: SetstheDS0speed. If setto56K themaximumfull T1speedis
1.344Mbps. Typical settingisfor 64K channels

Spacing: Associatedonlywithfractional T1, thisspecifieswhetherthe
channel sarecontiguous(adjacent) or alternating (every other channel).

Channel: Full will utilizeall channels. WhenFractional issel ected,
additional optionsarepresented:

Start Channdl: Enter thel ocationof thefirst channel, or DS0, of the
fractional service. Minimumentryis"1".

Total Channels; Enter thetotal number of channel sused

For example, 384K bpsfractional T 1typically useschannels1through6.
Set Spacing: Contiguous, Start Channel: 1and Total Channels: 6.
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El/fracE1DSU/CSU
Thisoptionse ectstheinternal E1/fracE1DSU/CSU for connectionat
speedsfrom64K bpsto2.048Mbps.

* Porl Configuration «

Type: | E1SFractEd Ds0sCs0 |

Config: @ syne U [EENTiD
Mata: (w5 Mormal i Inueried
Clocking Source; @ Hetwork i1 Internal
Lie Buiild Suf w5 120 ohiws ADB1SE O 75 ohims (ceosl
CRC4 Framing iw; Emabled i1 Disabled
Line Coding: iw; HDES i1 A

Timeslot Usage: i1 Full w Fraciional () Custom

Timeshots: stort: E] Total:

| Cancel | l K I

Data: Canbesetfor Normal or Invertedand must agreewiththesetting
of theDSU/CSU ontheother end.

Clocking Source: Determinesthesourceof Transmit Clock (TxCk).
WhensettoNetwork, theDSU/CSU derivesitstransmittimingfromthe
receiveddata(RxD). Thisisal soreferredtoasSlavetiming.

Whensettolnternal,theDSU/CSU transmitsdataat aratesetby an
internal clock. Thismodeisal soreferredtoasMaster timingandisoften
usedwhentesting E1 connectionsonthebench.

LineBuildOut: EngageE1 hardwaresupportsonly 120ohmbuildout
throughanRJ48o0radb15connection.

CRCFraming: Selectswhether CRC4 Framingisenabled.

LineCoding: Selectswhether HDB3or AlternateMark Inversionline
codingisused.
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Timeslot Usage: FULL utilizesall channels. When Fractional isse-
lected, additiond optionsarepresented:

Start: Enterthel ocationof thefirstchannel, or DS0, of thefractional
service. Minimumentryis"1".

Total Channels: Enter thetotal number of channel sused

Forexample, 384K bpsfractional E1typically useschannel s1through®6.
SetStart: 1and Total: 6.

Advanced Options:

Thisbuttonwill display amenuof featuresthat areuseful when operat-
ingover dial-upor switchedlines.

* Adranced Options =

[<] Transmit Data on CD

B<] Poll CD for connection state
(< Always assert DTR

[] Optimize for T1

Timeout interval: EI minutes

"Transmit Dataon CD" ThedefaultisON. Thisoptionwill preventthe
router fromoperatinginsynchronousmodeuntil aconnectionisestab-
lishedandCarrier Detect (CD) isasserted.

"Poll CDfor connectionstate" ThedefaultisON. Thisoptionallowsthe
router touseCD asameansof monitoringthestateof theconnection.
Turningthisoptionoff for WAN connectionsover dedicatedlines
serviced by external DSU/CDUsthat donot assert CD.
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WAN Interface

Note: CDisacontrol signal generallyusedinswitched (dial-up) applica-
tions. Asageneral rule, thetwo CD optionsshoul dbecheckedfor
switchedapplicationsandshouldbeuncheckedfor leased or dedicated
connections.

"Alwaysassert DTR" ThedefaultisON. Thisoptionisusedfor stored-
number dialing, sotheexternal devicewill dial whenDTR (dial terminal
ready) hasbeenassertedby therouter. Uncheck for stored-number
dialingapplications.

"Optimizefor T1" ThedefaultisOFF. Thisoptionappliesto older
ExpressRouters, operatingwithfirmware2.X X or 3.XX.

TheTimeoutinterval will causetherouter toautomatically disconnectthe
portwhendatahasnot beenreceivedfor aperiodexceedingthetimeout.
A timeoutinterval of Owill keeptheport upindefinitely.

# IIAM Imterface =
Imleriace Type: rEnage i IPFP l..'_li:'l'lllgll.' RAelay

IF Information: M ress: | 10.234.23.1 |
Suhnet Hask: |..'-"i!'.....'-‘!'..'1.?'1':..‘-"-l-ﬂ |

IFH InTermatmon: Hddress: D

Applelalk Infarmation: Setuork: |.£1|-I:|5|
Hode: |n |
Zone Name: | Engage WAN Zone |

Frame Relay Optionsg:
sanagement Interface: L T AMS | Ammew 1

: Cancel ] I LK i

Thisletstheuser selecttheprotocol tobeusedfortheWideArea
connectiontoaremoterouter.

I nter faceTypeletstheuser sel ect oneof threeWAN protocolsforthe
remoteconnection. For connectingtoanother Engagerouter, exceptin
thecaseof aFrameRel ay connection, select"Engage’”; if theconnection
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istoanon-Engagerouter, select" PPP" (thenon-Engagerouter mustal so
support PPPprotocol). Forany connectionover aFrameRelay link,
sdect"FrameReay."

IP Information, IPX Information, AppleTalk Information
Thesefieldsareusually applicableto FrameRel ay and PPPconnections.
Generally, they mustbefilled outonly if therouter(s) towhichthe
Engagerouter connectsrequireanumberedserial interface. Engage
routersareabl etooperateineitherthenumberedor theun-numbered
mode

If"Engage" isselectedasthe WAN Interface Type, thereisnoneedto
enterinformati onintothesefields. EngageRouterswill "learn the
necessary informationautomatically.

If theWAN connectionrequiresnumbered serial interfacesfor any of the
protocol s, ensurethat thefollowingtwo conditionsaremet:

» Thenetwork address/number of theserial interfacemustbeunique, it
cannotbethesameasthenetwork address/number of theethernet
interface.

For I P, thismeansthenetwork portionof thel Paddress, for AppleTalk
thisisthenetwork number andfor | PX itisthenetwork address.

TheWAN connection may beviewed asavirtual network havingtwo or
morenodes-theEngagerouter’ sserial portandtheserial port(s) of all
other routersconnectedtothe WAN network” .

» Thehost portionof theWAN interfacemust beuniquefor all nodeson
thisvirtual network. For IPthismeanstheHost I D portionof thel P
addressandfor AppleTalk thisistheNodeNumber.

Generaly,if anumberedserial interfaceisrequiredfortheEngage
router, thenetwork managerinchargeof theother routersisresponsible
for defining the virtual WAN network. They will provide network
informationfortheEngagerouter L AN interface, generally arangeof
validhost/nodeaddresses, andasingleaddressandnodefortheWAN
interface.

FrameRelay Options
IftheWAN connectionisviaFrameRelay, theuser must sel ectthe

76

Chapter 6: EngageView



Engage Communication IPeExpress Router User's Guide

managementinterfacecorrespondingtothat usedby theservice
provider's Frame Relay switch. Thiswill beLMI or ANSI Annex D.

Set Dial-In Password
Thisallowsaccessthroughthisportfromaremoterouter only whenthe
correct passwordisgiven. Thispreventsunauthorized personnel from
diadingintothisrouter.

* Dial-In Password »

Enter New Password:
[ Cancel ] [[ oK ]]

Set Dial-Out Password
Allowscallstobemadefromthisporttoremoteroutersonly whenthe
correctpasswordisgiven.

Note: Toclearthepassword, leavethepasswordtext box blank andclick
OK..

Clear Port Statistics
LikeClear Router Stati stics, thismenuitemclearsal | previouspacketand
errorinformationand setsthenumberstozero. Thisisuseful if theuser
wishestocheck statisticsonatimedbasis. A dial ogbox will confirmthat
youwishtoimplementthisaction.

Reset Port:
Thiswill resettheport sel ected onthe StatusWindow. Thisisauseful
optionwhentherehasbeenachangetoanetwork’ szonename. A dialog
box will ask youtoconfirmyour choice. Click OK toreset thesel ected
port,or CANCEL toreturntothe StatusWindow withnochanges.

Chapter 6: EngageView 77



Engage Communication IPeExpress Router User's Guide

Quitting EngageView

Whenyousel ecttheQuit commandontheFilemenu, theEngageView
programterminates. Thisdoesnotinterferewiththeoperationof the
routers.

EngageView automatically savesany changesmadeinthePreferences
diaogbox.
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Chapter 7

Command Line Interface

AnalternativetoconfigurationwiththeEngageView applicationisthe
CommandLinelnterface. CommandLineaccesstotherouter may be
madethroughtheEthernet port, acrossaWAN connectionor viathe
Consoleport.

For communi cationthrough Ethernet or acrossaWAN, Tel netisused.
Telnet, part of the TCP/IPProtocol Suite, providesageneral communica
tionsfacility definingastandardmethodof interfacingterminal devices
toeachother. Any standard Tel net applicationcanbeusedtocommuni-
catetoan Engagerouter providedthereisaTCP/I Pconnectionbetween
theUser Hostandtherouter.

For communi cationthroughtheConsol eport, standard serial communica-
tionsoftwareisused. Theconsoleport may beusedtocommunicate
withtherouterlocally throughaterminal, or remotely by dialingin
throughamodem.

Communi cationtotheconsol eport shoul dbeset as:
9600baud, 1stopbit, noparity, 8bitfixed

Theconsoleportisafemal e, 9 pindb9 connector oranRM5jack,
dependingon|P-Expressmodel . Adaptersareprovidedfor usewith
standard25pincabling.

Thedb9consoleportisconfiguredasaDTE (dataterminal equipment)
port, asareall therouter WAN ports. Thisallowsdirect connectiontoa
DCE (datacommunicationegui pment) devicesuchasamodem. For
connectiontoother DTE, suchasaterminal,aNull Modemadapteris
required. A 25pinfemal e/25pinmalenull modemadapterisprovided
withtherouter.
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TheRJ45 consoleportisconfiguredasDCE, thereforeanul | modemis
not requiredfor connectiontoaterminal

Addressing conventions:

IP Address and Subnet Mask
TheEngagecommandlineinterfacemakesuseof acompact | PAddress/
Subnet M ask format whi chdefinesthesubnet mask by itsinteger number
of“1's’. Examples:

IP Address Subnet Mask No.of “1's’ Addr/Mask format

157222341 2625500 B 157222341/16
202553350 26256250 2 2A25H335024
204113018 2525525619 5 20411391826
207228392 256255255248 pl] 20722839229

Thelongformof thesubnet maskisal soaccepted:
207.228392/296.295255248

If nomaskisentered, thesubnet mask fortheaddress' classisused.
Belowisalistof standard ClassC Subnets:

4 Byte Representation Number of 1's
25525250 24
255255255128 25
26256255192 26
2552565255224 27
255.255.255.240 28
255.255.255.248 29
25626256252 30

IP Network Representation
TheEngagecommandlineinterfaceidentifiesaNetwork or Subnetby
usingthefirst (the" zero”) addressof thesubnet. Examplesof this
convention:
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IP Subnet Network

Address Range M ask Representation
202.55.33.0t0202.55.33.255 2562962560 2APH3R024
204.99.13.64t0204.99.13.127 25256256192 2049136426
207.22.88.8t0207.22.88.15 256.256.255.248 2072283829

Establishing a Telnet session

A Telnet sessionisopenedby providingthel Paddressof therouter. On
openingaTelnetsessionwithanEngagerouter, the login prompt
requiresentry of aUser ID. ThedefaultUser ID:  root.

Engageroutersareshippedwithnopasswordset. Passwordsaresetor
modifiedwiththe passwd command,detailedbelow. TheTelnet
passwordisthesameastheEngageView Administrator'spassword.

Overview of Engage Commands

A full description of theEngagecommand lineinterfacefollows. Addi-
tionally,theentirelistisprovidedintheAppendicessection.

Categories
Thecommandset canbedividedintofour categories:
General
Show
Config
Configlnterface
HELP

IncludedintheGeneral commandsistheHEL Pcommand, providing
informationontheentirecommandset.
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Configuration Modes
FortheConfigand Configlnterfacecommands, Engageemploysamodal
approach. Theuser enterstheConfigmode, makeschanges, thenSaves
thosechanges. OnSavingthechangestheuser |eavestheConfigmode.

TheConfiglnterfacemode, withintheConfigmode, isusedtoset
parametersfor aspecifiedinterface. OnceintheConfigurationmode, the
user entersthel nterfacecommand. All subsequent commandsapplyto
thespecifiedinterface.

TheTel netpromptindicatesthemodeof operation:

router namett thesingle"#’ indicatesstandard Telnetmode

router namet# indicatestherouterisintheConfigmode

router name(S1)## router isintheConfigl nterfacemodefor Serial
Port1

Syntax for Command Parameters
(Arguments)

{}==oneof theparametersinsetisrequired
[]==oneof theparametersinsetisallowed (optional)

Show Config All
The SHOW CONFIG ALL command, outlined below, providesthe
meanstostoreandrepl ay anentireconfiguration. Usingacut andpaste
operation, configurationsmay beeditedoff-lineandstored.

Commands

General Commands
PASSVD

Allowssetting or modifyingtheloginpassword. Therouter shipswith
nopasswordset. Onenteringthe  passwd command,theuserisprompted
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toenter, andconfirm, thenew password. Thispasswordisequivalentto
theAdminpasswordsetinEngageView.

BYE | QUT | LOGOUT

Any of thesecommandswill terminatethe Telnet session. If youhave
unsavedconfigurationchanges, youwill bepromptedtosaveor discard
thenew configuration.

RESET

ResetstheEngagerouter.

HELP [HELP | ALL | CONFIG | SHOW

ProvidesHelpinformationonasel ectedlist of topics. Typing helpwith
noargument providestheHel psummary screenwhichisthetop-level list

of commands.

CLEAR {E1 | S1 | sSs2}]| sS3

Clearstheport statisticsonthesel ectedport: Ethernet, Serial Port 1,
Serial Port2or Serial Port 3.

TERM NN

Allowstheusertotailor thenumber of display linestotheir terminal
reensize

Pl NG{ dest. address}[src.address][[{number}]| spr

Sendsan| CM PECHO messagetothespecifiedaddress. Any source
addressfromaninterfaceontherouter canbeused. Thiscanbeuseful to
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SHOW Commands

testroutesacrossal AN or WAN interface.

By default, only 1 message(packet) issent. A numericvaluecanbe
enteredtosendmorethanonemessage. Also, SPRAY canbeusedto
continually sendmessagesuntil theESCkey i spressed.

UPGRADE {TFTP SERVER} [DNS Address] |[Fil enane]

TFTP(trivial filetransfer protocol) providesameansfor upgrading
Engagerouter firmwareinaTCP/IPenvironment. A TFTPupgrademay
beaccomplishedover thelnternetfromEngageCommunication’ sSTFTP
site, ortheuser canconfiguretheirownlocal TFTPserver.

Toupgradeoverthel nternet, obtainthefilenameforthelatestversion
fromEngage(support@engage.com), thenissuethecommandfrom
withinaTelnetsession:

UPCRADE TFTP. ENGAGE. COM [Filename]

Intheeventthisisunsuccessful, it may benecessary tospecify thel P
addressof your local DomainNameServer asfollows

UPGRADE TFTP. ENGAGE. COM 157. 22. 1[Hilename]

Toupgradelocally, obtaintheupgradefilefrom EngageTech Support or
ftp.engage.com. Configurealocal TFTPserver withthisfileandupgrade
withthelocal server’ saddressas:

UPGRADE {TFTP SERVER} [Fil ename]

Notethat arouter whichisrunninganupgrademust gothroughtwo
resetswhenperforminganupgrade. Thismay causeaTelnet connection
todrop. If thisdoesoccur, simply re-establishthe Tel net connection.

SHOW [ | NTERFACE [E1| S1|S2|S3]] {INFO| STATI STI CS|
FRAVE- RELAY- DLC }

Providesdetailsonany LAN or serial interface. If nointerfaceis
specified, eitherthecurrentinterfaceper“interface” commandwill be
used, or all interfaceswill beshown.
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I NFO detail stheporttype, portstate, etc.
STATI STI CS liststhepacketstransmitted, received, etc.

FRAME- RELAY- DL listsall activeDL Clsonthespecifiedport,
andtherdatus.

SHOWROUTER  providesgenera configurationandstatusinformation,
includingtheethernet hardwareaddressandthefirmwareversion.

SHOW | P ROUTES [ LOCAL| RI P| STATI ClistsIProutes. If no
argumentisprovided, all | Proutetypesarelisted. Thel PRoutetype
indi catesthesourcefromwhichtherouter learnedtheroute.

L ocal routesarethosetonetworkstowhichtherouterisdirectly at-
tached.

If RIP, theRouting I nformation Protocol, i senabl edintherouter con-
figuration, routesl earnedthroughtheexchangeof RIPpacketswill be
listed.

Staticroutesarethosedefinedexplicitly intherouter configuration.
SHOWFI LTERS providesalistingof all filtersonall interfaces.

SHOW I P STATI STI CSrovidesmoredetail ed statisticson| Ppackets
only.

SHOW CONFI G ALL providesalistof all configurationparameters. No
argumentisthesameasALL . Thislist providesthebasisfor storinga
router configurationintoalocal textfile. Thefull configurationcanbe
editedoffline.

SHOW CONFI G | NTERFACE {E1| S1| S2| S3}

If nointerfaceisspecified, eitherthecurrentinterfaceperthe interface”
commandwill beused, or all interfaceswill beshown.

SHOW CONFI G | P [ ALL| ROUTES] detailsthe P configuration. No
argumentisthesameasALL ,whichprovidesroutesaswell asIP
configurationitemswhichdon’t pertaintoaspecificport,i.e. default

router, routingcost, etc.

SHOWCONFI G ROUTER  listsRouter Name, etc.
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CONFIGURATION Commands

Engageemploysamodal approachto Telnetrouter configuration. The
user enterstheConfigurationmode, makeschanges, then Savesthose
changes. OnSavingthechangestheuserleavestheConfigurationmode.

Afurther mode, withintheConfigurationmode, isusedtoset parameters
foraspecifiedinterface. OnceintheConfigurationmode, theuser enters
thel nterfacecommand. All subsequent commandsapply tothespecified
interface.

TheTelnet promptindi catesthemodeof operationasfollows:

routername# thesingle"#" indicatesstandard Telnetmode
routername## indicatestherouterisintheConfigurationmode
rout er name( S1) #duterisininterfaceConfigmode, Serial Port 1

QONH G

Enter theconfigurationmode, at which point thefoll owingcommands
may beused:

SAVE
Savethechangesandexit Configurationmode
END [ SAVE]

Exit Configurationmaode. Theoptional SAV Einstructstheroutertosave
configurationchnages.

RESTGRE

Restoresthecurrentrouter configuration, ignoringany changeswhich
havebeenmadeduringthecurrent Telnet CONFI G session.

ROUTER NAME namestring
ROUTER CONTACT  contactgring
ROUTER LOCATI ON locationgtring

Theset hreetextfiel dsallowtheusertoassignsitespecificinformation
whichwouldbeused by SNM Pnetwork management applications.
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| P DEFAULT- ROUTER address

Enterthel Paddressof thedefaultrouter or gateway.

I P COST NN

Entertheroutingcost,inhops

| P ROUTE addr[/mask] next-hop cost port dlci

Enter astaticroute. Theaddressconventionused providesthefirst (the
“zero”) addressof thesubnet. TheSubnet mask conventionusesthe
integer number of 1’ sinthesubnet mask. Exampl esof thisaddr/mask

convention:

|P Address Range Subnet Mask addr/mask value
202.55.33.0through.255 2552562550 2533024
204.99.13 64through.127 2525629619 2049136426
207.22.88.8through.15 255256255248 2072283829

Thenext-hopentryisthel Paddressof thenext-hoprouter/gateway.
Routingcostisanintegervalue.

Validportentriesincludeel, s1,s2ands3.

DLClisleftblankif therouteisnot aFrameRelay connection

Examplesof validstaticrouteentries:

ip route 202.55.33.0/24 202.55.33.50 1 s1
ip route 204.99.13.64/26 204.99.13.65 1 s2
ip route 207.22.88.8/29 207.22.88.9 1 e

Note: All SaticRoutesrequireanexplicit| P Network Address, including
theroutetotheDefault Router . Arouteto 0.0.0.0isnot per mitted,
insteadthedefaultrouter'sl P networ kisspecified.

| P DELETE addr

Deleteastaticroute. Exampleof format:

ip del ete 157.22.234.0
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CONFIG INTERFACE Commands

| NTERFACE [ E1| S1| S2| S3]

Placesrouterinthel nterfaceConfigurationmodefor aspecificInterface,
or Port. Onceinthismode, thefollowingcommandsareavailable;

| P ADDRESS addr [/ mask]

Usedtoconfigurethel Paddressand subnet mask for thesel ected
interface, whether ethernetor sexial.

IP RIP {OFF| ON| LI STEN| SEND}

SetstheRouting I nformationProtocol configurationforthesel ected port:

aF RIPnotenabled

ol routerwill transmit RIPinformationout thesel ected
portandwill processRIPinformationreceivedthroughthe
port

LI STEN routerwill processincomingRI Ppackets, butwill not
transmitRIP.

SEND router will transmit Rl Pinformationbutignorereceived
RIPpackets.

TYPE  {RS232| RS449| RS530| 56K| 64KDDS| T1| E1| V. 35}

Setstheporttype. Porttypes56K, 64KDDS, T1andElareusedwith
model swhichhavetheinternal DSU/CSU installed.

Thefollowingfivecommandsset Serial Port parametersoutlinedinthe
EngageView chapter.

PROTOCOL { ENGAGE| PPP| FRAME- RELAY}
POLL-CD {ON| OFF}

WAI T-CD { ON| OFF}

DTR { ON| OFF}

TI MEQUT NN
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T1 Port Configuration Commands:

T1 DATA { NORMAL| | NVERTED}

T1 CLOCKI NG { NETWORK| | NTERNAL}

T1 LBO {CSU {0dB| - 7. 5dB| - 15 dB| - 22. 5dB} | DSX-1 NN}
T1 FRAM NG { ESF| D4}

T1 CODI NG { B8ZS| AM }

T1 SPEED {56k| 64k}

T1 SPACI NG { ALTERNATE| CONTI GUOUS}

T1 CHANNELS {FULL | FRACTI ONAL {NN XX}}

where NN defines the Start Channel; XX is the number of channels

E1 Port Configuration Commands:

E1l DATA {NORVAL | | NVERTED}

E1l CLOCKI NG { NETWORK | | NTERNAL}

El FRAM NG {CRC4 | FAS}

E1 CODING {HDB3 | AM}

El CHANNELS {FULL | FRACTI ONAL {NN XX}}

where NN isfirst E1 channel (1 - 31), XX isthe number of channels

Frame Relay Configuration Commands:

FRAME- RELAY T391 NN

FRAME- RELAY N391 NN

FRAME- RELAY MANAGEMENT { ANNEX- D| LM }

FrameRelay configurationcommands. TheT391timer specifiesthetime
between StatusEnquiriessenttotheFrameRel ay switch, i.e. astatus
enquiryissentevery T391seconds. Thedefaultvalueis10seconds. The
N391counter setsthefrequency of Full StatusEnquiries,i.e.every N391
StatusEnquiriesaFull StatusEnquiryissent. Default N391is6.

Managementinterfaceshoul dbesettomatchthat usedby theFrame
Relay serviceprovider.
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Config Filter Commands

Filter commands aredetailedin Chapter 8: Network Security
FILTER [ N| OUT]
PERM T| DENY [ | NTERFACE {E1] S1]S82} .....

DELETE ALL

Initial IP Address Assignment with Telnet

Telnetcanbeusedtoassignan! Paddresstoan* unknown” router - one
inwhichlPisnotenabledor hasanunknownlPaddress.

Theuser shouldpower uptherouter andimmediately attemptaTel net
connectiontothedesired| Paddress. If the Telnet sessionreturnsa
connectionfailure, theuser shouldretryimmediately - without restarting
therouter. Repeat theseretriesfor atotal of twominutes.

Whenthesequenceissuccessful, theuserwill beaskedtoconfirmthat
therouter shouldadoptthenew | Paddress. If theresponseisyes, the
router adoptsthenew addresspermanently andrestarts. If theresponseis
no, therouter endsthe Telnet onandrevertstotheprevioudy
configured| Paddress. If therewasnol Paddressconfigured, | Pwill
becomeunavailable.

Oncetheaddressassignmentiscompl ete, theuserwill needtoassign
further |Pparametersincludingthesubnet mask.

If themethod doesnotwork thefirsttime, therouter shouldberestarted
toinitiatetheprocedureagain, assomeof thetiming constrai ntsmay not
havebeenmet. ThismethodreliesontheTel networkstationgenerating
ARPrequeststothedesired | Paddress. It may behel pful torestartthe
workstationtoclearitsARPcache.
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Chapter 8

Network Security

Engageroutersprovideanumber of network security options. For TCP/
| Pnetworks, Engage’ sIPPacket Filteringallowscreationof highly
selectivefilterstopermitor deny accessinany directionthroughany
router port.

IP Packet Filtering

Engagel Ppacketfilteringallowsthecreation of rul esetswhichsel ec-
tively block TCP/IPpacketsonaspecifiedinterface. Filtersareapplied
independentlytoallinterfaces, ethernetandserial , aswell asindepen-
dentlytointerfacedirection:input (packetscomingintotherouter) or
output (packetstransmittedout of therouter).

Packetfilteringisusedtoprevent unauthorizedaccesstoyourinternal
network aswell astolimitinternal user accesstoservicesacrossthe
WAN. Complexfilterscanbeconstructed. Oneexamplewouldbea
filterwhichpreventsexternal usersfromestablishing Tel netsessionsto
any interna hostswhilepermittingsel ectedinternd userstoestablish
Tenetsessonstoexternd hosts.

Improperly constructedfilterscanyieldunexpectedresults. Example
filtersareprovided, butitisrecommendedthat userscompletely familiar-
izethemsel veswiththefilteringrul esinthenext sectionbeforeapplying
filterstotheirownrouters.
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Basic Filtering Rules

WAN Router Filters
FiltersareoftenappliedtoWAN routersby anetwork administratorvia
theinternal LAN. Toavoidinadvertantly restrictingtheadministrator’s
ownaccesstotherouter, itisadvisabletoapply al filterstotheserial
(WAN) port rather thantheethernet (LAN) port.

Default Packet Deny
Filtersareappliedtoaninterfaceanddirection, forexampleto slout . If
asinglefilter commandisappliedto aninterface-direction, all packets
notexplicitly permittedwill bedenied.

If nofilterisappliedtoaninterface-direction, all packetsarepermitted.

Filter Rule Ordering
a Filterrulesareappliedintheorderinwhichthey wereenteredbythe
us.

b. A packetwill becheckedagainsttherulesuntil amatch, eithera
permitor deny,isencountered. Nofurther rulesarechecked.

¢ If possible, placefilterswhichwill apply tothelargest number of
packetsat thebeginningof thelist. Thisincreasesefficiency.

Ramifications of these rules
a Generalytheuserwill placePermitfiltersbeforeDenyfilters

b. OneexceptionisawildcardPermitruleplacedattheend of therule
listwhichwill Permitall packetsnot explicitly denied:

Permitall or Permit0.0.0.00.0.0.0

96 Chapter 8: Network Security



Engage Communication IPeExpress Router User's Guide

Clearing Filters
Filtersmay beclearedthroughtheuseof the delete command, outlined
below.

Additionally, power cyclingtheEngagerouter withDIPSwitch4turned
ONwill deleteall filters, useful if userslock themselvesout.

Command Format

Filter Entry Mode
Filter entryisaccomplishedthroughaCommandLinesessionwiththe
router. Thedefaultloginis r oo#fter whichtherouter respondswith
theprompt:

RouterNamett

Toenterfilters,youmustbeinConfigurationmodebytyping  config.
Thepromptchangesto:

RouterNamet

Aninterfacemust besel ectedusi ngthecommand:

interface[el|sl|s2|s3]

Thenextpromptindicatesselectedinterface:

RouterName(S2)##

Thefilter commandisusedtodefinethedirectionof filters.
filter [in]out]

filterin- Begincommandentry for input filters. Inputfiltersapply to
packetsreceived N totherouter throughthespecifiedport. TheCom-
mandLinepromptindicatesaleftarrow:
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RouterName(S2)##<

filter out- Begincommandentry for outputfilters. Outputfiltersapplyto
packetstransmitted OUT of therouter throughthespecifiedport.

CommandLinepromptindicatesarightarrow:

RouterName(S2)##>

Filter Command Format

Theformat for thefilter command:

permt|deny [interface{el]|sl|s2|s3}] [in|out][src-addr[dest-addr]] [type] [options]

per mit or deny designateswhat actionshouldbeperformedonthe
packet

[interface{el|sl|s2|s3}] isusedtodefinetheruleforagivenport.|fan
interfaceisnot explicitly defined, thedefaultwill bethecurrentinterface
definedviathe interface command.If nointerfaceiscurrent,anerroris

displayed.

[inJout] isusedtodefinethedirectionof thefilter. If notused, the
directiondefinedinthe filter commandwill beused. If nointerfaceis
current,anerrorisdisplayed.

[src-addr[dest-addr]] src-addranddest-addr definethesourceand
destination! Paddress(es) tobefiltered. Theseaddressescanbeeither
discretehost | Paddressesor network addressesintheformatalb.c.d/x,
wherexisthenumber of bitsforthenetwork mask.

Sourceanddestinationaddressesareoptional. If neitherisspecified, the
ruleappliestoall sourceanddesti nationaddresses- sameasthewild
cardIPaddress0.0.0.0. If only oneaddressisspecifieditisinterpreted
asthesourceaddress

type istheprotocol tobeactedon. Validchoicesare TCP, UDP, ICMP
andIP. If noprotocol typeisspecified, thefilter appliestoall protocols.
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options allowsmorespecificfilteringonprotocols. If noexpressionis
specified, al portsandprotocol flagsarefiltered. Validexpressions
dependontheprotocol selectedasfollows:

» TCPexpressionsareusedtofilteron TCPsource/destinationportsas
well ascontrol flagsand havetheformat:

TCP[SRC<op><vaue>] [DST <op> <value>] [<tcp-flags>]
where

opisarelational operator of thefollowing set:

=,1=,> >= < <=

valueindicatestheprotocol porttobefiltered. CommonTCPports

include;

ftp-data D FileTransfer (Default Data)
ftp-control 2 FileTransfer (Control)

telnet 3 Telnet

nip 5 SimpleMail Transfer (email)
nicname vie] Whols

domain 3 DomainNameServer
gopher 0 Gopher

finger N Finger

www-http O World Wide Web HTTP

tcp-flagscanbeoneor moreof thefollowing:

ACK |URG | PSH | RST

* UDPexpressionsareidentical to TCPexpress ons, thoughtheval uesof
Protocol Portsdiffer:

UDP[[SRC <op> <vaue>] [DST <op> <value>]]

Chapter 8: Network Security 99



Engage Communication IPeExpress Router User's Guide

CommonUDPportsinclude:

nicname Vi) Whols
domain 3 DomainNameServer
tftp ® Trivial File Transfer
gopher 0 Gopher
finger 2] Finger

| CMPexpressionsareusedtofilter onl CM Pdatagramtypesandhave
theformat:

ICMP[TY PE <op> <value>]
where
opisarelational operator of thefollowing set:

= !:1>5>:1 <5<:

valueisaninteger | CM Ptype. Examplesinclude:
0 ICMP Echo Reply

8 ICMPEchoRequest

*| Pexpressionsareusedtofilter onl Pfragmentsandoptionsandinclude
FRAGMENTS
SOURCE-ROUTE
RECORD-ROUTE
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Other Commands

delete[interface{el|sl|s2|s3}] [injout][sr c-addr[dest-addr]] [type]
[optiong][all]

Thiscommandisusedtodel eteapacketfilter. Theargumentsaresimilar
tothe permit/deny commands.

By default, filterswill only bedel etedif they matchthearguments
exactly. If ALL isused, thentheargumentsareusedasawildcardand
filterswill bedel etedif they matchtheargumentsasentered.

Forexample, deleteipall woulddeletethefilterspermitinipanddeny
outipfragments.

showfilter [all |[interface<interface>]][in]out]

Thiswill showthepacketfiltersfortherouter. Theformat of thedisplay
will matchthesyntax of theconfigurationcommand.

Forexample:
Interface: S1
Direction: In

Sour ce Destination Protocol Protocol

Action Address Address Type Options
Permit 0.0.0.0 0.0.0.0 ICMP Type=1

Deny 0.0.0.0 0.0.0.0 ICMP Type=8

Permit 0.0.0.0 0.0.0.0 TCP Src>=1024Dst =23

Deny128.14.00/16 0.0.0.0 TCP Dst=21
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If aninterfaceandfilter directionisdefined, thenfilterswill only be
shownforthatinterfaceanddirection. Otherwise, filtersforall directions
andinterfaceswill beshown. ALL oranexplicitinterface/directioncan
alsobeenteredtoshowfiltersfromaninterface/directionotherthan

what’ scurrent.

Examples

Includedareexampl esof commonfilterswhichmightbecreatedfor
WideArearouters.

Note: Filter examplesareprovidedfor samplepurposesonly. The
designof IPpacketfiltersisacomplex processandrequiresasolid
familiarity withthe TCP/IPprotocol. ItisSTRONGLY suggested that
theuser fully teststhesecurity of any filtersappliedto Engagerouters
priortoplacingthemintosecuredlocations.

Example 1
I P Spoofingisbest prevented by applying aninput filter toyour WAN
portwhichdeni esincomi ngpacketswhosesourceaddressmatchesyour
owninternal IPnetwork. Forexample,if youhaveaClassCIPnetwork
156.22.235.0/24, apply thefol lowingfilter
interface sl
filter in
deny 156.22.235.0/24 0.0.0.0 ip
permit 0.0.0.0 0.0.0.0 ip
Example 2
Thisexampleshowshow auser canset upinputfiltersontheethernet
porttoallow onlyincoming FTPand Telnet packetsbut rejectincoming
FTPpacketsfromnetwork 128.14.0.0.
interface el
filter in
permt tcp dst=21
permit tcp dst=23 src>=1024
deny 128.14.0.0/16 tcp dst=21
Example 3
Thisexampleshowsacomplexfilterpermitting  only:
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a OnehosttoFTPout: 157.22.234.114
b.Only FTPserver 157.22.234.115isaccess blefromthel nternet:

c.Allusersonsubnet157.22.234.112/28canTe netout, butno
outsideuser may Telnetin:

interface S1

I configure to permt .114 to ftp out

filter out

permt 157.22.234.114 0.0.0.0 tcp dst = 21

permt 157.22.234.114 0.0.0.0 tcp src > 1023 dst = 20 ack
filter in

permit 0.0.0.0 157.22.234.114 tcp src = 21 ack

permit 0.0.0.0 157.22.234.114 tcp src = 20 dst >1023

I configure to permt Internet access to .115

filter in

permit 0.0.0.0 157.22.234.115 tcp src
permit 0.0.0.0 157.22.234.115 tcp src
filter out

permt 157.22.234.115 0.0.0.0 tcp src = 21 dst > 1023 ack
permt 157.22.234.115 0.0.0.0 tcp src = 20 dst > 1023

I configure so those on 157.22.234.112 can Tel net out

filter in

permit 0.0.0.0 157.22.234.112/28 tcp src = 23 dst > 1023 ack
filter out

permt 157.22.234.112/28 0.0.0.0 tcp src > 1023 dst = 23

1023 dst
1023 dst

21
20 ack

vV Vv

Example 4
Thisfilter,appliedtoseria portinput of arouter onthe204.22.233/24
network, permitsHTTP, DNSand SMTP. By default, all other services,
including, FTPand Telnet, aredenied. Thestandardanti-spoofingfilter
isalsopresent. Notethat sincetherearenofiltersonserial portout, al
packetsinthat directionareal lowed.

interface sl

filter in

! prevent spoofing

deny 204.22.233.0/24 0.0.0.0 ip

! permt HITP

permit 0.0.0.0 204.22.233.0/24 tcp src > 1023 dst = 80
permt 0.0.0.0 204.22.233.0/24 tcp src = 80 dst > 1023
I permt DNS

permit 0.0.0.0 204.22.233.0/24 udp src > 1023 dst = 25
permt 0.0.0.0 204.22.233.0/24 udp src = 25 dst > 1023
permt 0.0.0.0 204.22.233.0/24 tcp src > 1023 dst = 25
permit 0.0.0.0 204.22.233.0/24 tcp src = 25 dst > 1023
I permt SMIP

permt 0.0.0.0 204.22.233.0/24 tcp src > 1023 dst = 25
permit 0.0.0.0 204.22.233.0/24 tcp src = 25 dst > 1023
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Chapter 9

Troubleshooting

WideAreaNetwork systemaresubjecttoproblemsfromavariety of
sources. Fortunately, anorganizedtroubl eshootingapproachusually
leadstotheareaof theprobleminshortorder. Itisessential todistin-
guishbetween problemscausedby theL AN (network system), theWAN
equi pment (communi cationequipment), thedigital phoneserviceandthe
Engagerouter configuration.

Thistroubl eshooting chapterisstructuredwithsymptomsintheorderthe
user mightencounter them.

Unable to Communicate with the Local Router

Mostingtal lationsfirst requirecommunicationwithal ocal router, usually
fromthesamenetwork astherouter itself. Proceedthroughthefollowing
symptomsif youareunabl etocommunicatewiththel ocal router using
Telnet, EngageView, Ping, etc.

Ethernet/General
Cause: Network Cablingisfaulty

Solution: Verify cablingisgood by swappingrouter cablingwitha
knowngoodconnection. Check thestatusL EDsonthe10BaseT hubto
confirmagood connection. If necessary, createastand-aloneL AN with
justtheworkstationandtherouter.

Cause: Ethernetinterfacesetimproperly ontherouter
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Solution: Onearlier EngageRouters, identifiedby theabsenceof a
Consoleportontherear panel , theethernet portissel ected by internal
motherboard DIP Switch 1. Switch 1isOFFfor Thinnet, ON for
10BaseT. Modd swithaConsol eport haveauto-sensingethernet. See
Chapter 4: EngageRouter Hardware.

Cause: UserhasconnectedtheEngagerouter model w/internal TLDSU/
CSUtotheT1linepriortoconfiguration.

Solution: Improper T1configurationoralargeT1error countcan
generateerrorswhichsooverloadtheprocessor that communicationto
therouterisslowed or stopped. UnplugtherouterfromtheT1line. The
router shouldimmediately recover. Configurethe T1DSU/CSU properly
for T1lineparameters.

Cause: Router ethernet L ED onsolidor not flashing

Solution: Normally, theethernet L ED flasheseachtimeapacketis
transmitted ontotheethernet. If noactivity isobserved, router may be
defective. If LEDisonsolid, therouter may havedifficulty completinga
transmission. Ineither case, agoodtestistoremovetheroutertoa
stand-alonenetwork andretest.

Can’t Communicate with Router -

TCP/IP

Cause: | Paddressisnot set properly ontherouter

Solution: A variety of methodsexistfor assigningan|Paddresstoan
Engagerouter withanunknown|Paddress. Telnet, BootRouter and
DHCPrely onpowering uptherouter onaL AN with aworkstation ready
toassignanew address. TheapplicationEngageView canassignthel P
addressdirectly (anon-1Pversionof EngageView), ortheuser can
configuredirectly throughtheConsoleport. Thesemethodsarede-
scribedinchapterson CommandLinel nterfaceand EngageView.

Cause: Workstationnotonthesamesubnet astherouter

Solution: Duringaninitial configurationof arouter,communication
shouldcomefromwithinthesamenet/subnet. Withnodefaultrouter, the
Engagerouter will not beabletoreply tocommunicationoffitsownnet.
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Cause: | Pstack ontheworkstationnot configured

Solution: Ensurethat other devicesonthesameL AN canbepinged, or
otherwise'seen’

Can’t Communicate with Router -
EngageView/Macintosh
Cause: MacintoshsettoLoca Tak

Solution: IntheAppleTalk (or Network) Control Panel, sel ect Ethertal k.

Can’t communicate to the router -

Console Port
Cause: Baud Rate, StopBits, etc. setwrongoncommunicationapplica
tion

Solution: Ensurethecommuni cation softwareisconfiguredfor afixed,
asynchronousdatarateof 9600bps, 1 stopbit, noparity, 8bitfixed

Cause: Transmitand RecelveDataswapped

Solution: TheconsoleportisconfiguredasaDTE (dataterminal equip-
ment) port. For connectiontoother DTE, suchasaterminal,aNull
Modemadapterisrequired. A 25pinfemal e/25pinmalenull modem
adapterisprovidedwiththerouter.

High Ethernet Error Count
Cause: Badcabling

Solution: Check all cabling. Ensureproper 50ohmterminationfor
Thinnetconnections. Swapportson10BaseT hubtotroubleshoot.

Solution: Usealternateethernet typeontheroutertoproveitsethernet
interface.
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Unable to Communicate with the Remote Site

Local Router Port LED Stays Red

All equipment hashbeen configured and connected, andthedigital phone
servicehasbeen"turnedup”, yettheport L ED remai nsRed, rather than
turning Green. Onal eased or dedi catedlink, Greenindicatesreception
of good datafromaremoterouter. OnaFrameRelay link, itindicates
successful handshakewiththetel co.

Proceedthroughthefollowingstepsinsequence:

No Serial Port Transmit Data

Check whethertheSerial Port Transmit Packet countisincreasingby
selectingtheSerial PortinEngageView andmonitoring " Packets Trans-
mitted" or by repeatedly issuingthecommand SHOW INTERFACE S1
(or S2 or S3) STATISTICS.

Solution: Router isconfiguredtotransmit dataonly whentheCarrier

Detect (CD) signal isactive. Ensurethat theDCE doessupply CD (aka
DCD)or turnoff theEngagerouter'ssenstivity to Carrier Detect. CD
parametersarefoundinEngageView'sPort menu, under Port Configura-

tion - Advanced Options. Command line usesPOLL-CD and WAIT-CD,
both of whichwouldbeset to OFF.

Note: CDisanimportantcontrol signaland  should bemonitoredfor
dia-upconnections.

Solution: Router isnot receivingaTransmit Clock (TxCk) signal from
theDCE. Verify thecablingbetweentherouter and DCE. If usingV .35,
ensuretheuseof anEngagecabl esincetherearemultiplestandardsfor
implementingV .35s gnalingthroughdb25connectors. EnsuretheDCE
doessupply TxCk - amodemonly suppliesTxCk when configuredto
operateinSynchronousmode.

No Serial Port Receive Data

Check whether the Serial Port ReceivePacket countisincreasingby
selectingtheSerial PortinEngageView andmonitoring " PacketsRe-
ceived" or by repeatedly issuing thecommand SHOW INTERFACE S1
(or S2 or S3) STATISTICS.

Solution: Router isnot gettingaReceiveClock (RxCk) signal fromthe
DCE. Verify thecabling betweentherouter and DCE. If usingV .35,
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ensuretheuseof anEngagecabl esincetherearemultiplestandardsfor
implementingV .35signalingthroughdb25connectors. Ensurethe DCE
doessupply RxCk.

Sol ution: Routerisnot getting ReceiveData(RxD) fromthe DCE. Same
cablingissuesaspreviousitemonRxCk.

Solution: Remoterouterisnottransmittingdata. Haveauser atremote
siteverify therouteristransmittingdata.

Solution: Telcopathisnot complete. Havethetel ephonecompany
performloopteststoensuretheir connectiontobothendpointsis
working. Onleasedlines, thissimplyinvolvesbreakingthelink and
performingL oop TeststotheD SU/CSU or other customer equipmentin
eachdirection. FrameRelay involvesmoreparties, butthel ocal loopto
thecustomer router equi pment canbe™loopedup andtested.

Solution: All ReceiveData(RxD)isarrivinginerror. ReceivePacket
countisnotmoving, buttheTotal Error Countisincreasing,andall are
ReceiveErrors. Quality of thelineisvery poor - havethetel cotestit
out.

Solution: All ReceiveData(RxD)isarrivinginerror. ReceivePacket
countisnotmoving, buttheTotal Error Countisincreasing,andall are
ReceiveErrors. DSU/CSU isimproperly configuredfortheline- usually
onlythecaseinT Lfractional T1lines. UnplugfromT21lineandconfirm
thelinecoding, framing, etc. withtheT1provider.

Received Data is of a Different
Protocol
ReceivePacket countisincreasing, buttheport L ED remainsRed.

Solution: Check that theWAN protocol agreesbetweentheEngagerouter
andtheremoteunit: Engage, PPPor FrameRel ay.

Test Suggestion: Local DTE Loop
If the DCE can performit, configuretheexternal DCE for aL ocal (or
DTE) Loop. WhenconfiguredinL ocal L oop, adatacommunication
devicewill loopback therouter'sTransmit DatatoitsReceiveDataport.
If connectedtoadeviceprovidingloop, therouter will show TxD and
RxD packetsincrementing at thesamerate, andthePort L ED shouldturn
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toamber (yellow). Successful Local Looptesting provestherouter's
TxD, RxD, TxCand RxC circuitry, the cableto theexternal DCE, andthe
DTE interfacecircuitry of the DCE.

Note: Temporarily set WAN Configurationto Engagefor DCElooptests

Note: DCE must supply TxC and RxC during Local Loopfor thetest to
pess

Port LED Goes Amber (Yellow)
AsnotedinLocal DTE/DCE L oop section, therouter Port LED will go
amber or yellowwhenit detectsal oop somewhereonitsWAN connec-
tion. If thePort L ED goesAmber duringnormal operatin, suspectaloop
somewhereinthecircuit, whether atthel ocal datacommunication
equipment, somewherei ntel ephonecompany equi pment, or at theremote
datacommunicati onequipment.

Port LED Alternates Green/Red
Cause: Theexternal DCEisnot supplying Carrier Detect (CD)

Solution: SettheroutertoignoretheCD signal through EngageView or
thecommands POLL-CD and WAIT-CD, both of whichwould be set to
OFF.

Port LED Green on One Router, Red

on the Other
Thissituationariseswhendatai stransferred properlyinonedirection,
but notinthereverse. Dataineachdirectionissomewhatindependent
and, for example, abad RxD circuitonaDSU/CSU cancausethi seffect.
Thefactthat dataistransferring properlyinonedirectionhel psnarrow
thetroubleshooting. UsingthepointsmentionedearlierregardingNo
TxD and/ornoRxD, theuser shouldbeabletoexaminethe"bad" data
directionandnarrow downtheproblem.

Port LED Green, but Cannot Com-

municate across WAN
L eased/Dedicated Circuit- IfthePortLED onthelocal routerisGreen
andtheremoterouter indicatesit al sohasagood connection (Port LED
Greenif anEngagerouter), youmay assumedataisflowinginboth
directions.
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Cause: A poor quality connectionmay providesufficient dataexchange
toturnPort LEDsgreen, but not permitreal traffic. Check theerrorson
theserial port of eachrouter. Total Errorsshouldnot exceed 1-2%of

either Recelveor Transmit Packets. | f therearemany errors, actions
includehavinglinetestedfor quality andverifyingconfigurationof the
DSU/CSU or other DCEforitemssuchas TxCk Source (usual ly Network
vs.Internal)

FrameRelay - A green Port LED inaFrame Relay environment only
indicatestherouterisexchangingstatuspacketsproperly withtheloca
FrameRelay switch. It providesnoindicationof aconnectionacrossthe
Frame"Cloud" toanotherrouter.

Cause: Norouter ontheother end. Ensuretherouter(s) whicharepart of
yourframenetwork areupand connected.

Cause: PV Cs(Permanent Virtual Circuits) notinplace. Ensurethat the
telcoreally has"turnedup" all of thenecessary PV Cs.

Cause: Router ontheother endnotrunningl ETFFrameRelay. Ensure
that noproprietary FrameRelay protocol isinuse.

TCP/IP Connection

AnlIPPingprogramisthebesttool fortroubleshooting TCP/I Pconnec-
tivity. Asasanity check, first ensureyoucanpingthelocal router. If
unsuccessful,goback to" Can’ t Communi catewiththel ocal Router”
Section.

Can't IP Ping Remote Router
Cause: Pingworkstationdoesnot haveDefault Gateway (or Router) set.
Intheworkstation'sl Pconfiguration, al ongsi deworkstation'sown|P
addressandsubnet mask, youmust providethel Paddressof thedevice
(arouter) towhichall packetsdestined off thel ocal net shouldbesent. If
theEngagerouteristheonly router onthel Pnetwork, useitsl Paddress
for Default Gateway. If thereisanother router onthenet, seenextitem.

Cause: Another router onthenet, servingasDefault Gateway for al | net
workstations, doesnotknow about theremotel Pnetsthenew Engage
router bringstothepicture. Thisdevicemustbeprovidedwithstatic
route(s), throughthel ocal Engagerouter, totheremotel Pnets/subnets.
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Cause: Engagerouterimproperly configuredtouseRI P. Engagerouters
supportonerouting protocol, Rl P, whichautomatestheexchangeof
routinginformationbetweenroutersandissuitablefor s mplel Pnetwork
configurations. RIPisnot suitablefor subnetted | Pnetworks, inwhich
caseStaticRoutesmustbeused.

Cause: StaticRoute(s) arenot entered properly. Eachroutervendor's
approachtoStaticRouteentryisdifferent. Ensurethat eachstaticroute
hasitssix components. destinationnetwork (thestartingor" 0" address),
subnetmask atthat dest. network, addressof nextrouter inpathto

destination, number of hopstodest. network, port of local Engagerouter
togoouttoreachdestinationnetwork and DL Cl (leaveblankif nota
FrameRelay network).

Cause: FrameRelay DL Cl instaticrouteisimproper - tel coprovided
wrong DLCI or user entered DLCI for other end of the PV C. Connectvia
thecommandlineinterfaceandissuethecommand

show interface si frame-rel ay-dl ci
will providealist of all active DL Clsintothat telco port.

Cause: Remoterouter doesnot havearoute, whether through RI Por
staticroutes, back tothisnetwork. Verify thattheremoterouteris
configuredwithroutinginformationforthelocal | Pnetwork.

Able to Ping Remote Router, but

not other devices on the Remote IP

net
Cause: Devicesontheremotenetdonot havetheir IPGateway defined.
Usethel Paddressof theEngagerouterif itistheonly router at that site.
If thereareother routers, they may beused astheDefault Gateway, but
they must havearoute, throughtheremoteEngagerouter, back tothis
network.
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Appendix A

IPeExpress Router Specifications

Ethernet Port

LAN Protocol

WAN Protocols

Serial DTE Interfaces

Power Supply

Physical

10Mbpsfixedtransmissionspeed

TCP/IIP

EngageProprietary
Point-to-Point Protocol (PPP)
FrameRelay

RS-232/RS-530/RS-449/V .35: DB-25femae
optional internal 56/64K bpsDSU/CSU
optional T/fracT1DSU/CSU

optional EL/fracE1DSU/CSU

External 24V oltsAC, 1A withstandard AC plug. International
power suppliesavailable.

Standard 19inchrack mountkitavailable

Std/Advmodel dimensions. 7.2x10.2x 1.8inches

XL model dimensions: 8.75x5.50x 1.63inches

Weight: approximately 51bs., dependingonoptionsinstalled.
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Appendix B

Switch 1

Switch 4

Switch 6

Engage Router Switch Settings

DIPswitchesareaccessibleby removingthetopcover of therouter.

1 2 3 4 5 &
) |:| |:| |:| |:| |:| |:| |i| |i|
OFF

Standard and Advanced Models

Standardand A dvanced model scontainaneight position DI PSwitch.

CertainEngagerouter model sutilizeaDI Pswtichtoselecttheactive
ethernetinterface. M odel swhichhaveaConsol eport ontherear panel
haveauto-sensing ethernetand donot requiresettingtheDIPSwitch. If
required, DIPSwitch1 ON selectsTwisted Pair (10BaseT) Ethernet. and
DIPSwitch1OFFselectsThinNet (10Base2).

DIPSwitchisusedtoclear | Pfilters. Whentheunitispoweredonwith
DIPSwitch4set ON, all TCP/IPfilterswill bedel eted, agood method
for gettingout of afilteringjam.

WhenDIPSwitch6isON, therouter will usel EEE 802.3 Ethernet for P
broadcasts. When OFFtherouter usesDI X Ethernet. Thisswitchdoes
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not affect| PX header type. Thedefault settingisOFF.

Switch 7
Poweringtherouter upwhenDIPSwitch7isON forcestherouter to
factory default settings. Factory settingsincludeoperationfromBase
Flash, del etingany downl oadupgrades, and setting A ppleTalk seeding
ON.

XL Router Models

XL Router model scontainafour position DIPSwitch:

Switch 1
Poweringtherouter upwhenDIPSwitch 1isON forcestherouter to
factory default settings. Factory settingsincludeoperationfromBase
Flash, del etingany downl oad upgrades, and setting AppleTalk seeding
ON.

Switch 3
WhenDIPSwitch3isON, therouter will usel EEE 802.3 Ethernet for P
broadcasts. When OFFtherouter usesDI X Ethernet. Thisswitchdoes
not affect | PX header type. Thedefault settingiSOFF.

Switch 4
DIPSwitchisusedtoclear | Pfilters. Whentheunitispoweredonwith
DIPSwitch4set ON, all TCP/IPfilterswill bedel eted, agood method
for gettingout of afilteringjam.
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Appendix C

RS-232 Port Specification

Signal

Name

TxD A
RxD A
RTS

DSR

TxCk A
RxCk A
LT
DTR

Pinout

(db25)

N R R R
o0 o u o ® N o g A~ w N
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Appendix D
RS-530 Port Specification

RS530A Connector Specification

RS530-A
db25 Male Signal /0 TO DCE
1 Shield 1/0
2 TD-A |
3 RD-A (0]
4 RTS-A |
5 CTS-A (0]
6 DSR-A (0]
7 Gnd 110
8 CD-A (0]
9 RC-B (0]
10 CD-B o
11 ETC-B |
12 TC-B (0]
13 CTS-B o
14 TD-B |
15 TC-A (0]
16 RD-B (0]
17 RC-A (0]
18 nc
19 RTS-B |
20 DTR-A |
21 nc
22 DSR-B (0]
23 DTR-B |
24 ETC-A |
25 nc
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Appendix E

V.35 Interface Specifications

DESIGNATION PIN
Signa Gound B —
Clear to Send D
ReceivelLine F

Signal Detect
Received Data

R
Received Data T
Receive Timing vV
Receive Timing X

O® © @ 0 000 0 00
© 0 000 00

0010.0000000
OO..OOO..O

SIGNAL

PIN DESIGNATION
Chassis Ground
Reqguest to Send
Data Set Ready

mo >

Transmitted Data
Transmitted Data
Terminal Timing
Terminal Timing
Transmit Timing
A Transmit Timing

<sCcwnT

>
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V.35 Interface Specifications (continued)

Cable p/n: 091-3200
Name: "V.35, db25 vers."
Connector 1: db25, Male
Connector 2: 34 pin "M" block, male
Length: 3 feet
Connector 1  Connector 2 Signal Cabling
(db25) (34 pin "M") Name note
2 P TxD A <- twisted
14 S TxD B <- pair
3 R RxD A <- twisted
16 T RxD B <- pair
17 \Y RxCk A <- twisted
9 X RxCk B <- pair
15 Y TxCk A <- twisted
12 AA TxCk B <- pair
24 U ExtCk A <- twisted
11 w ExtCk B <- pair
6 E DSR
20 H DTR
4 C RTS
5 D CTS
8 F RLSD
18 K LT
7 B G
nc A FG
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Appendix F
RS-449 Adapter Cable Pinout

RS449 Cable for ExprRouter:

db25 to db37 M/M

Connector 1 Connector 2
Conn db37 male Signal db25 male
RS-449 RS-530

1 1 Shield 1

2 19,37 Sig Gnd 7
3 7 RTS-A 4 Twisted
4 25 RTS-B 19 Pair
5 6 RD-A 3 Twisted
6 24 RD-B 16 Pair
7 8 RxC-A 17 Twisted
8 26 RxC-B 9 Pair
9 4 TD-A 2 Twisted
10 22 TD-B 14 Pair
11 5 TxC-A 15 Twisted
12 23 TxC-B 12 Pair
13 9 CTS-A 5 Twisted
14 27 CTS-B 13 Pair
15 13 CD-A 8 Twisted
16 31 CD-B 10 Pair
17 11 DSR-A 22 Twisted
18 29 DSR-B 6 Pair
19 12 DTR-A 20 Twisted
20 30 DTR-B 23 Pair

OT CONNECTED

2,3,10 24

14,15,16,17,18 11

20,21,28 25

32,33,34,35,36 21

18
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Appendix G
T1 and E1 Port Specification

with Crossover Cable

%

T1/fracT1 DSU/CSU Pin numbering

RxRing
RxTip
TxRing
TxTip

U1 N =

For T1 Crossover (allowing connection directly
between two T1/fracT1 DSU/CSU devices) wire:

(TxTip) Pin5 to Pin2 (RxTip)
(TxRing) Pin4 to Pin1l (RxRing)
(RxRing) Pin1 to Pind (TxRing)

(RxTip) Pin2 to Pin5 (TxTip)

E1 RJ45todbl5 Cable
Signal RJM5 dbl5 Mae
TD Tip 5 1
RxD Tip 2 3
TxD Ring 4 9
RxD Ring 1 11
Frame Ground 7 2
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Appendix H

56 & 64 Kbps DSU/CSU Port
Specification (w/ Crossover cable pinout)

7

pin 1/ \ pin 8

56 Kbps DSU/CSU (DDS) Pin numbering

TxRing
TxTip
RxTip
RxRing

ONIN =

For DDS Crossover (allowing connection directly
between two 56Kbps DSU/CSU devices) wire:

Signal Conn1 Conn 2 Signal
TxTip 2 7 RxTip
TxRing 1 8 RxRing
RxTip 7 2 TxTip
RxRing 8 1 TxRing
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Appendix |
10BaseT Port Specification

(w/ Crossover cable pinout)

7.

pin 1/ \ pin 8

10BaseT Plug pin numbering

Pin1l TxD+
Pin2 TxD-
Pin3 RxD+
Pin6 RxD-

For 10BaseT Crossover (allowing connection
directly between two 10BaseT devices) wire:

(TD+) Pinl1 to Pin3 (RD+)
(TD-) Pin2 to Pin6 (RD-)
(RD+) Pin3 to Pinl (TD+)
(RD-) Pin6 to Pin2 (TD-)

Appendices 127



Engage Communication IPeExpress Router User's Guide

Appendix J

Command Line Interface

{} == one of parameters in set is required

[ == one of parameters in set is allowed (optional)
RESET

PASS/D

BYE | QUT | LOGOUT

HELP [ hel p- subt opi c]

CLEAR {E1 | S1 | S2 | S3}

TERM NN

PI NG{ dest. address}[src. address][[{number}] | spray]
UPGRADE {tftp server}[filename]

SHOW [INTERFACE [E1 | S1 | S2 | S3]] {INFO | STATISTICS |
FRAME- RELAY- DLO }

(if no interface is specified, either current interface per “interface” cmd will be
used, or all interfaces will be shown.)

SHOVROUTER
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Command Line Interface (continued)

SHOW | P ROUTES [LOCAL | RIP | STATIC
SHOW | P STATI STI CS

SHOW CONFI G ALL (noargissameasALL)

SHOW CONFI G I NTERFACE {E1 | S1 | S2 | s3}

(if nointerfaceis specified, either current interface per “interface” cmd will be
used, or all interfaces will be shown.)

SHOW CONFIG | P [ALL | ROUTES]
SHONCONFI G ROUTER

SHOWFI LTER
CONFI G [ TERM

SAVE
END [ SAVE]
RESTARE

ROUTER NAME nanestring
ROUTER CONTACT contactstring
ROUTER LOCATION | ocationstring

| P DEFAULT- ROUTER address

P COST NN

I P ROUTE addr[/mask] next-hop <cost port dlci
| P DELETE addr

I NTERFACE [E1 | S1 | S2 | S3]

TYPE  {RS232| RS449| RS530| 56K| 64KDDS| T1| E1| V. 35}
PROTOCCL { ENGAGE| PPP| FRAME- RELAY}

POLL-CD {ON | OFF}

WAIT-CD {ON | OFF}

DTR {ON | OFF}

TI MEQUT NN
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Command Line Interface (continued)

| P ADDRESS [addr/] mask
IP RIP {OFF | ON | LISTEN | SEND}

T1 DATA {NORMAL | | NVERTED}

T1 CLOCKI NG { NETWORK | | NTERNAL}

T1 LBO {CSU {0dB | -7.5dB | -15 dB | -22.5dB} | DSX-1
Tl FRAM NG {ESF | D4}

T1 CODING {B8ZS | AM}

T1 SPEED {56k | 64k}

T1 SPACI NG {ALTERNATE | CONTI GUOUS}

T1 CHANNELS NN XX

E1 DATA {NORMAL | | NVERTED}

E1 CLOCKI NG { NETWORK | | NTERNAL}

El FRAM NG {CRC4 | FAS}

El CODING {HDB3 | AM}

El CHANNELS {FULL | FRACTIONAL {NN XX}}

where NN is first E1 channel (1 - 31), XX is the nunt
of channel s

FILTER [I N| OUT]
PERM T| DENY [INTERFACE  {E1|S1|S2} .....
DELETE ALL

FRAVE- RELAY N391 NN
FRAVE- RELAY T391 NN
FRAVE- RELAY MANAGEMENT { ANNEX-D | LM }
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Appendix K: TCP/IP Example - Frame Relay to the Internet

I. Scenario: You contract with an Internet Service Provider (ISP} for
Dedicated Internet access over Frame Relay at 56 Kbps, fracT1 or full T1

Il. The ISP should provide you with the following information

A& TCPAIP address range & Depending on ISP service, will range from a
small subnet with & Host 1Ds (1P addresses) foa
full Class Cowrith 254 Host [Ds. ISP will assian
one of the addresses for yaur rauter

B  Subnet mask # Sets number of Host 1Ds: 255.255.255.248
allows 6, 255.255.255.0 provides 254 Host [Ds
C  Default Router or Gateway ® | P address of the router at ISP to which your

router should direct all Internet traffic

D Serial Part |P Addr & Subnet ree [P address of your Wal port (aptional)
E DLCI # The "address” of your Frame connection to [SP
F  Frame Mgmnt Type ® Set by the Telco, ISP should provide
G Domain Name Serwer & | P address of DMS at the ISP
1. So_._ you configure your Router and Software as follows:

A Router Configuration
1. Hetw Config - TCPFIP Sample ¥Yalues Comment

IP Address 205.1.11 One |P addr framin | & above
Subnet Mask 255.255.255.0  As prowided by ISP - see || B
Default Router 197 212131 &z provided by ISP - zee 11 C
Routing Cost 1 Leave with default
Broadcast Address  All 1's Leave with default
Use RIP not checked Probably Not Used by ISP,
Static Route *1 ISP il use static routes
Het Addr 197 212130 "0" addr of Def Rir's Network

Subnet Mask 255.255.255.0 Mask of Default Router's net
Router Addr 197212131 Default Router |P Addr

Hops 1 distance to Default Router
Port 1 your router part to ISP
DLCI: 16 &3 provided by ISP - 11 E above

Z. Port Menu - Port Configuration
Port Type Select according to hardware configuration:

® 56k DSUSCSU AT router optioned w/ internal DCE
usually set Data: Mormal

® Uze fracT1/7ull T1 DSU AT router iz optioned
usually set TxCk: Met
Line Coding & Framing per telco
fracor full T1 per service type

® RS2320r V.35 as appropriate for external DCE
note: set Jumpers accordingly

3. Port Menu - WAN Interface
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Interface Type Frame Relay The waN protacol
Management Type LMI/&MS] dnnex D Specified by ISP or Teleo {11 F)
IP Addr 102231017 Only if provided by ISP (11 D)
Subnet Hask 255.255.255.192 Only if provided by ISP (11 D)

B Workstation Settings
Each workstation must be configured to allow cammunication aver the LAN and Wah

Sample ¥Yalues Comment

1. IP Address 205.1.1.2 any valid Host 1D 11 & abowe)
2. Subnet mask 255.255.255.0  Same forall on LAN (11 B}

3. Default Gateway 205.1.11 Engage Router |P Addr

4. Domain Mame Server 193232511 ISP provides { 1| Habove)
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Appendix L: TCP/IP Example - 2 Way Subnet to the Internet
I. Scenario: Existing Site 1 hasz a Router, Internet Access and a full
Class C address. User must add a Site 2, using another
¥AN Router connection, and subnet the Class C address.

Il. Current Configuration - Overview of Site 1

Site 1 Class C Netwark 201.99.38.0 ldentified by its "0 addr
Site 1 Subnet Mask 255.255.255.0 Mask for 4LL Hosts at Site 1
Site 1 /Routeri 201.858991 IP addr of current router
ISP Router Addr 15933 441 "First” P addr at ISP
Damain Mame Server 159.33.45.1 &1 the [SP

I1l. Hew Configuration - Overview of Site 1 & Site 2
Site1 Subnet 201.99.85.0 Yalid Host 1Ds: .1 t0 126
Site2 Subnet 2019988128 Walid Host [Ds: 129t 254
Site 142 Subnet Mask 255.255.255.128 Masks for A11 Hosts at all sites

Current router connection to the Internet remains at Site 1
Engage routers added at Site 1 and Site Z for new WaN link

I11. 1P Configuration Highlights: A1l Routers and Workstations

A. SiteZ Router - Mew Engage Router installation

1. Hetwork Config - TCP/FIP Comment
IP Address 201.99.85129
Subnet Mask 255 255 255128
Default Router 201.55.991
Routing Cost 1 Leave with default
Broadcast Addr  AlT 1's Leave with default
Use RIP nat checked
Static Route *1
HetAddr 201.99.53.0 "0" addr of Default Rtr's subnet
Mask 255.255.255.128 Mask of Default Router's subnet
Router 201.99.358.2 Mext Router [P addr
Hops 1 distance to Default Router
Port 1 Sitez Router port to Default Bir
DLCI:  {blank)} not used - Frame Relay only
2. WAHN Interface on Port 1
Interface Type Engage Engage to Engage default
IP Addr Leave blank if Engage to Engage
Subnet HMask Leave blank if Engage to Engage

B. Site2 Workstation Settings

IP Address 201,99 .88 xxx frvail. Host [Ds: (13010 254
Mask 2525.255.255.128 Masks for All Hosts at all sites
Def. Gateway 2019988129 the Tocal [Site 23 router

(1], } 159.33.45.1 ISP Dorain Mame Server Addr
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C. Sitel/Pouter 1 - Existing Router

1. LAM Config - TCP/IP Comment

IP Address 201.99.881

Subnet Mask 255,255 255,128

Default Router 159.33.44.1 ISP router

Routing Cost 1 Leawve with default

Broadcast Addr Al 1's Leave with default

Use RIP nit checked

Static Route *1 Existing Route to ISP
NetAddr 159.33.44.0 MWote: Existing router already
Mask 255 2552550 .. has this route - Static Route
Router 15933 441 .. farmat varies w/ vendar
Hops 1

Static Route *2 Mew Static Route to Site 2

Metdddr 201.99.35.123 "0" addr of Jite 2 subnet
Mazk 255.255.255.128

Router 20199532 Mext Router [P addr
Hops 1 distance to Default Router
Port E Site 2 accessed via Ethernet
2. "WAN Configuration Will not change
D. Site 17Router 2 - New Engage Router Installation
1. Hetwork Config - TCP/IP Comment
IP Address 201.99.88.2
Subnet Mask 255.255.255.125
Default Router 201.99.35.1 Existing router - on same LAN

Routing Cost 1

Broadcast Addr Al 1's

Use RIP not checked

Static Route ¥1 Static Route to Site 2
HetAddr 201.99.53.128 “0" addr of Site 2 subnet
Mazk 255,255 255,128
Router :Z201.99.385.129 MNext Router [P addr
Hops i distance to Default Router
Port 1 Site 2 accessed via Port 1
DLCI {blank)

2. YWAN Interface on Port 1

Interface Type Engage Engage to Engage default

IP Addr Leave blank if Engage fo Engage
Subnet Mask Leave blank if Engage to Engage

E. Sitel Workstation Settings

IP Address 201.99.88 xxx Avail. Host 1Ds: .3 t0 126
Mask 255 255 255128 Masks for A1l Hosts at all sites
Def. Gateway Z201.99.85.1 IP addr of Existing router
DNH5 159.33.45.1 ISP Darmain Name Server Addr

F. 15P Router - Subnetting your Class C has no effect on ISP
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Appendix M: TCP/IP Example - 4 Way Subnet to the Internet

I. Scenario: User implements a Frame Relay WAN with Internet access.
= User has a full Class C IP network to subnet between 3 sites
& Uszer will keep half the IP addresses for Site 1 and split the
remaining addresses between Sites 2 and 3.
& User has 3 Frame PY¥C3: one each from S5ite 1 to Site 2, Site 3 & ISP
& Uszer installs a one port Engage Router at each of the three sites

I1. The Facts
Uzer's Class C
DLCIs: PYCA Site 1: 22
PYC2 Site 1: 23
PYC3E Site 1: 24

ISP Router Addr

ISP Router Subnet rask
Damain Mame Server
Uzer's Serial Port Addr

A. Site 1 Router

£03.55.66.0
Site 2: 18
Fite 3: 17
ISP 102

15933 449
255.255.255.245
159.33.45.1
159.33.44.10

1. Metwork Config - TCP/IP

IP Address
Subnet Mask
Default Router
Routing Cost
Broadcast Addr
Use RIP
Static Route *1
HetAddr
Mask
Router
Hops
Port
DLCI:
Static Route *¥2
MetAddr
Mask
Router
Hops
Port
DLCI:
A. S5ite 1 Router {cont"d}
Static Route ¥3
MetAddr
Mask

203.55.66.1
255.255.255.128
159.33. 449

1

Al 1's

not checked

159.33.44.8
£55.255.255.248
159.3353.44.9

1

1

24

£03.55.66.125
255.255.255.192
£03.55.66.129

1

1

22

£03.55.66.192
255.255.255.192

Identified by its "0" addr

PYC between Site 1 and Site 2
PYC between Site 1 and Site 3
PYC between Site 1 and ISP

Typically the ISP router serial port
Tupical mask for ISP router

At the ISP

Azsigned to user by ISP

IP Configuration Highlights: A1l Routers and Workstations

Comment

Example: use 1st address of subnet
Site 1 zubnet mask

ISP Router

Leave with default

Leave with default

Static Route to the ISP

"0" addr of Default Rir's subnet
Maszk of Default Router's subnet
Mext Router |P addr

distance to Default Router

port which connects to [SP
DLCI for PYC to the ISP

Static Route to Site 2

"0" addr of Site 2 subnet

Site 2 subnet mask

Site 2 router

Site 2

port which connects to Site 2
DLCI for PYC to Site 2

Static Route to Site 3
"0" addr of Site 3 subnet
Site 3 subnet mask
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Router 203.55.66.193

Hops 1
Port 1
DLCI: 23
2. ¥AN Interface on Port 1
Interface Type Frame Relay
Frame Mgmnt
IP Addr 15933 4410

Subnet Mask

Site 1 Workstation Settings

IP Address 203.55.66.5%
Maszk 255 255255128
Def. Gateway 203.55.66.1

DHS 159,33 451

Site 2 Router
1. LAN Config - TCP/IP

IP Address 2035586129
Subnet Mask

Default Router

Routing Cost 1

Broadcast Addr Al 1's

Use RIP not checked

Static Route *1

HetAddr 203.55.66.0
Mazk 255,255 255,128
Router 203.55.66.1

Hops 1
DLCI: 16
2. WAN Interface on Port 1
Interface Type Frame Relay
Frame Mgmnt
IP Addr leave blank
Subnet Mask leave blank
Site 2 Workstation Settings
IP Address 20355 66 48
Maszk 255 255255192
Def. Gateway
DHS 159,33 45 1
Site 3 Router
1. LAN Config - TCP/IP
IPF Address 203.55.66.193
Subnet Mask
Default Router 203556861
Routing Cost 1

LMl ar ANNES D

£55.255.255.245

£55.255.255.192

203.55.66.1

LMl ar ANNES D

Z03.55.66.129

255.255.255.192

Site 3 router

distance to Default Router
port which connects to Site 3
DLCI for PYC to Site 2

specified by Telco ar ISP
43 assigned by ISP
f3 assigned by ISP

fvail, Host [Ds: (210 126
Site 1 subnet mask

the Tozal (Site 13 router

ISP Domain Mame Server Addr

Comment

Example: use 15t address of subnet
Site 2 subnet mask

Site 1 router

Leave with default

Leave with default

Static Route to Site 1
Site 1 Subnet

Site 1 Subnet mask

Site 1 Router

DLCI for PYC o Site 1

specified by Telco or ISP
not req’d for Engage to Engage
not req’d for Engage to Engage

fevail. Host [Ds: 13040 190
Site 2 zubnet mask

the Tozal (Site 23 router

ISP Domain Mame Server Addr

Comment

Example: use 15t address of subnet
Site 3 subnet mask

Site 1 router

Leave with default
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Broadcast Addr all 1's Leave with default
Use RIP nit checked
Static Route ¥1 Static Route to Site 1
NetAddr 203.55.66.0 Site 1 Subnet
Mask 255,255 255128 Site 1 Subnet mask
Router 203.55.86.1 Site 1 Router
Hops 1
DLCI: 17 DLCI for PYC to Site 1
2. ¥AN Interface on Port 1
Interface Type Frame Relay
Frame Mgmnt LMl ar ANNE= D specified by Telco ar ISP
IP Addr leawe blank not req'd for Engage to Engage
Subnet Mask leave blank not req’d for Engage to Engage
F. Site 3 Workstation Settings
IPF Address 203.55.66.%x Avail. Host 1Ds: 19410 254
Mask 2559.255.255.192 5ite 3 subnet mask
Def. Gateway 203.55.6A.193 the Tacal (Site 30 router
DN5 159.33.451 ISP Darmain Mame Server Addr
G. ISP Router Fequires a single static route to Site 1

Subnetting your Class C has no effect an [SP
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Appendix N

Console Port Information

Advanced /Standard Model Routers

Nine Pin (db9 female) Console Port Pinout
db9pin Signal Name

RxData
TxData
DTR
GND
RTS

~N~NopkhowdN

Engage Supplied db9M/db25F Adapter

db9pin db25pin

CO~NOOU A WNE
Noro~wBrowoo
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Engage Supplied Null Modem db25 M/F

1 1
2 3
3 2
568 D
7 7
D 568
XL Model Console Port: RJ45

RJ45 Console Port Pinout
RJ45pin Signal Name
3 TxData
6 RxData
1 RTS
8 CTS
4 Gnd
2 DTR

RJ45/db25F Null M odem Adapter
RJ5pin db25pin
3 3
6 2
1 5
4 7
2 6
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Glossary

Terms and Concepts

BeforeusingtheEngageRouter, youshoul dbefamiliar withtheterms
and conceptsthat describe TCP/IP. If youareexperiencedwithinternet
routers, thesetermsmay a ready befamiliartoyou.

General Networking Terms

Networ k

A networkisacollectionof computers, server devices, andcommunica-
tiondevicesconnectedtogether and capabl eof communi cationwithone
anotherthroughatransmissionmedium.

Internet
Aninternetisany grouping of twoor morenetworksconnected by oneor
moreinternetrouters.

Networ k Services
Network servicesarethecapabilitiesthat thenetwork systemdeliversto
users, suchasprintservers, fileservers,andel ectronicmail.

Addresses

Transmittinginformationinanetwork systemismadepossibleby an
addressingschemethatidentifiesthesender anddestinationof the
transmission, usingnetwork andnodeaddresses. Datai stransmittedto
andfromtheseaddressesintheformof packets.

Glossary
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Routing Table

A routingtabl eismaintainedineachrouter. Thistablelistsall networks
androutersintheinternetandenabl esrouterstodeterminethemost
efficientroutefor eachpacket. Theroutingtabl eservesasal ogical map
of theinternet, specifyingtheaddressof thenextrouterinthepathtoa
givendestinationnetwork andthedi stanceinhops. Therouter usesthe
routingtabl etodeterminewhereandwhether toforwardapacket.

Eachrouter periodically broadcastsitsroutingtabletoother routerson
eachofitsdirectly connected networks, enablingthemtocompareand
updatetheir owntabl eswiththemost recent record of connected net-
worksandroutes. | nthisway, routingtabl esarekept currentaschanges
aremadeontheinternet.

Hop
A hopisaunit count betweennetworksontheinternet. A hopsignifies
“ onerouter away.”

Node
Deviceonthenetwork

TCP/IP Networking Terms

FTP

FileTransfer Protocol givesuserstheability totransfer filesbetween P
hosts. ItusesTCPtoprovideconnectioninitiationandreliabledata
trander.

Host
A computer withoneor moreusesthat canact asanendpoint of commu-
nicationifithasTCP/IP.

ICMP

I nternet Control M essageProtocol providesameansforintermediate
gatewaysandhoststocommunicate. Thereareseveral typesof ICMP
messagesandthey areusedfor several purposesincludingl Pflow
control, routingtablecorrectionandhostavail ability.

IP
I nternet Protocol whichroutesthedata.
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| P Datagram
Thebasi cunitof theinformation passedacrossand | PInternet. It
contai nsaddressinformationanddata

PING

Packet I nterNet Groperisaprogramwhichuses| CM Pechorequest
messagetocheckif thespecifies| Paddressi saccessiblefromthecurrent
host.

Port
A Destinationpointusedby transportlevel protocol stodistinguish
among multipledestinationswithinagivenhost compuiter.

RIP
Routing I nformationProtocol providesameansfor routerstoexchange
routinginformation. RIP smessagesareencapsulatedinUDP

datagrams

SubNet Address

Anextensionof thel Paddressingschemewhi chenablesan| Psitetouse
asinglel Paddressfor multiplephysical networks. Subnettingisappli-
cablewhenanetwork growsbeyondthenumber of hostsallowedforthe

| Paddressclassof thesite.

TCP

TransmissionControl Protocol ensuresreliable, sequential, delivery of
data. TCPateachendof theconnectionensuresthat thedataisdelivered
totheapplicationaccurately, sequential, completely andfreeof dupli-
cates. Theapplication passesastreamof bytesto TCPwhichbreaksit
intopieces, addsaheader, formingasegment, andthenpasseseach
segmenttol Pfortransmission.

Tenet
TheTCP/IPstandardprotocol for remoteterminal connectionservice. A
user cantel netfromthel ocal hosttoahostat aremotesite.

UDP

User DatagramProtocol providessimple, efficient protocol whichis
connectionlessandthusunreliable. Thel PaddresscontainedintheUDP
headerisusedtodirectthedatagramtoaspecificdestinationhost.

Glossary
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Well-Known Port
Any setof portnumbersreserved for specificusesvy transportlevel
protocols(TCP& UDP). Well-known portsexist for echoservers, time

savers telnetandFTPsarvers.

Communication Link Definitions

Data Communication Equipment (DCE)
Thisinterfacestothecommuni cationservice' stransmission/reception
medium, andincludesT1V oice/DataM ultiplexors, 64/56Kilobit DSU/
CSUs, andFiber OpticM odems. TheDCE providesthetransmitand
receivedatapathways, alongwiththeir synchronousclockingsignals,
that areusedby theEngageRouter’ sDTE interfacefor full duplex
communicationbetweentheremotely interconnectednetworks.

Data Terminal Equipment (DTE)
Thisequipment, suchasanEngageRouter, attachestotheterminal side
of DataCommuni cation Equipment.

Data Carrier Detect (DCD)
A signal thatindicatestotheDTEthattheDCEisreceivingasignal from
aremoteDCE.

Data Terminal Ready (DTR)

PreparestheD CEtobeconnectedtothephoneline, thentheconnection
canbeestablishedby dialing. EnablestheDCEtoanswer anincoming
call onaswitchedline.
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